Appendix 2
JPIRR



JPIRR

Certification Practice Statement

Verion 1.0

A2 -i



ST TT PP 1
L 2 e 1
L3 P 3
LA 6
L D e R e Rt Rt R R e R et b e E e e e e 7
L B, R e e e e e e 8
e e 10
2. . e e 10
2 . s 10
2. 3. 10
24, e 11
PSPPSR 12
L 00T PPSP 12
PSPPSR 13
B 3. ————————————— 15
BA. e ————————————————— 15
e 16
OSSP T PSP 16
A . e e R r e e e 18
2 SR PTRPTSP 20
AA. s 21
A D, 22
A.B. e e R R et Rt Rt R e R e e Re Rt b e e e e 23
L O T O S 24
8 O PTPT SR 25
. e 26
A.00. e —————— 30
AL, e e 30
A2, et e 30
e 31
500 TSP PPS 31
5 TSP PPS 33
5 T TSP 34
S 36
T8 OSSO U USSP PR SRS 38
5 T0 TSP PSR 40
S T e 41
S 8. e 41
s 43
B.1. e —————————————————— 43
B.2. e ————————————————— 45
5.3, e e 47
B, e e e e r e 48



6.5.
6.6.
6.7.
6.8.

7.1.
7.2.

7.3 OC SO e

8.1.
8.2.
8.3.
8.4.
8.5.
8.6.

9.1.
9.2.
9.3.
94.
9.5.
9.6.
9.7.
9.8.
9.9.

9.11.
9.12.
9.13.
9.14.
9.15.
9.16.
9.17.

A2 -iii






1.1.
JPIRR CPS
JPNIC
IRR Internet Routing Registry
JPIRR
CPS
CPS IETF PKIX WG RFC3647

Certificate Policy and Certification Practices
Statement Framework

CP CPS
CPS
JPNIC
CPS CPS
CPS JPNIC
Web http://jpnic-ca.nic.ad.jp/
(1)CPS
CPS
CPS
)
JPNIC
1.2.
CPS JPNIC
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JPNIC 1-1

1-1 JPNIC JPNIC

1.2.392.200175

JPIRR CPS 1.2.392.200175.1.2.2

EE 1.2.392.200175.1.2.2
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1.3. PKI

1.3.1.
PKI 1-2
1-2
JPNIC
JPIRR
JPNIC
IP
JPNIC
EE
JPNIC
EE EE
CPS EE
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JPNIC JPNIC IA |[JPNIC JPNIC
JPNIC
JPNIC
RA
CA
JPNIC JPNIC RA
JPNIC JPNIC
CAO
RAO RA
CRL
JPNIC JPNIC
JPNIC
JPIRR JPNIC IRR
JPIRR
JPNIC
JPNIC JPNIC
RA
RA
JPNIC IP
RA
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RA

1.3.2.
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1.4.

1.4.1.

CPS

1.4.2.

CPS

1.4.3.

JPNIC

JPNIC

JPNIC
JPNIC
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1.5.

1.5.1.

CPS

10:00 18:00

ca-query@nic.ad.jp

1.5.2. CPS

CPS JPNIC

1.5.3.CPS

CPS
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1.6.

CPS 1-3
1-3
CPS
CA
CPS
RFC 3647 PKI CPS
Request For Comments
3647
oID ISO ITU
Object Identifier PKI
subject Country
X.509 ITU-T
X.509 v3
CSR
Certificate Signing Request CSR
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CRL
Certificate Revocation List

EE

PIN
Personal Identification
Number
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2.1.

24

2.2.

e CPS

e CRL

EE CRL

CPS

http://jpnic-ca.nic.ad.jp/

2.3.

e CPS

e CRL
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Web

URI

Web

CPS 4.9.7.
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EE

EE

JPNIC
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3.1.

3.1.1.

3.1.2.

3.1.3.

3.1.4.

3.1.5.

3.1.6.

EE

X.500

X.500
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3.2.

3.2.1.
PKCS#10 Public-Key Cryptography Standards #10
3.2.2.
RA RA
1P
JPNIC JPNIC
3.2.3.
JPNIC

JPNIC JPNIC

JPNIC
JPNIC

3.2.4.

3.2.5.
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3.2.6.
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3.3.

3.3.1.

CPS

3.3.2.

CPS

3.4.

JPNIC

JPNIC

JPNIC

3.2.

3.2.

JPNIC
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4.1.

4.1.1.

()P

()
( )JPNIC

( )IPNIC

JPNIC

4.1.2.

JPNIC

)

AS

JPNIC

JPNIC

JPNIC

PKCS#10
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JPNIC

. CPS
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4.2.

4.2.1.

CPS 1.1.1.

JPNIC

4.2.2.

JPNIC

JPNIC

4.2.3.

JPNIC

JPNIC

JPNIC

JPNIC
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JPNIC CPS 4.1.1.

CPS 4.1.1.
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4.3.

4.3.1.

CPS 4.3.2.

JPNIC

4.3.2.

JPNIC
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4.4,

4.4.1.

JPNIC

4.4.2.

4.4.3.

JPNIC

CPS 2.2.
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4.5.

4.5.1.

CPS JPNIC IP

4.5.2.

o CPS

e CRL
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4.6.

4.6.1.

4.6.2.

4.6.3.

4.6.4.

4.6.5.

4.6.6.

4.6.7.
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4.7.

4.7.1.

4.7.2.

CPS

4.7.3.

CPS

4.7.4.

CPS

4.7.5.

CPS

4.7.6.

CPS

4.7.7.

CPS

4.1.1.

4.2, 4.3.

4.3.2.

44.1

4.4.2.

4.4.3.
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4.8.

4.8.1.

4.8.2.

CPS

4.8.3.

CPS

4.8.4.

CPS

4.8.5.

CPS

4.8.6.

CPS

4.8.7.

CPS

4.7.2.

4.7.3.

4.7.4.

4.7.5.

4.7.6.

4.7.7.
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4.9.

4.9.1.

JPNIC

. RA CPS

JPNIC IP

o CPS
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4.9.2.

4.9.3.

JPNIC

494,

4.9.5.

4.9.6.

44.1.

A2- 27

RA



CRL

4.9.7.

CRL

4.9.8.

CRL

4.9.9. /

OCSP

4.9.10. /

49.11.

4.9.12.

CRL

4.9.13.

24

A2 - 28



4.9.14.

4.9.15.

4.9.16.
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4.10.

4.10.1.

CRL
CRL

4.10.2.

CPS 2.1.

4.10.3.

4.11.

4.12.

4.12.1.

4.12.2.

CPS 24.

4.9.8.
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5.1.

5.1.1.

5.1.2.

5.1.3.

5.1.4.

JPNIC

5.1.5.
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5.1.6.

5.1.7.

5.1.8.
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5.2.

5.2.1.

5.2.2.

5.2.3.

5.2.4.

JPNIC
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5.3.

5.3.1.

JPNIC

5.3.2.

5.3.3.

5.3.4.

JPNIC

5.3.5.

5.3.6.

JPNIC
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5.3.7.

JPNIC
JPNIC

5.3.8.
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5.4.

5.4.1.
[ ]
[ ]
[ ]
5.4.2.
5.4.3.
2
5.4.4.
JPNIC
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5.4.5.

5.4.6.

5.4.7.

5.4.8.
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5.5.

5.5.1.
CPS 5.4.1.
[ ]
[ ]
. CPS
[ ]
5.5.2.
CPS 55.1.
5.5.3.
JPNIC
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5.5.4.

5.5.5.

5.5.6.

5.5.7.
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CPS 5.4.6.



5.6.

JPNIC
CPS 6.1
JPNIC

EE
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EE
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5.7.

5.7.1.

5.7.2.

JPNIC

5.7.3.

5.7.4.

5.8.

JPNIC

JPNIC
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JPNIC

JPNIC

CPS 4.9.

JPNIC
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6.1.

6.1.1.

6.1.2.

6.1.3.

PKCS#10

6.1.4.

JPNIC

FIPS140-1
JPNIC
JPNIC
2 EE
Web
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CAO

FIPS140-2



6.1.5.

2048 RSA EE 1024
RSA
6.1.6.
RNG
6.1.7.

keyUsage keyCertSign cRLSign
EE CRL

JPNIC
keyUsage  digitalSignature keyEncipherment dataencipherment
S/IMIME SSL/TLS
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6.2.

6.2.1.

6.2.2.

CAO
CAO

6.2.3.

CPS 4.1.2.

6.2.4.

CAO

EE

6.2.5.

EE

6.2.6.

6.2.7.
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JPNIC

6.2.8.

EE

6.2.9.

EE

6.2.10.

EE EE
JPNIC

6.2.11.
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JPNIC



6.3.

6.3.1.

6.3.2.

10

EE 2
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6.4.

6.4.1.

6.4.2.

PIN

6.4.3.

6.5.

6.5.1.

CAO

6.5.2.
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6.6.

6.6.1.

6.6.2.

6.6.3.

6.7.

6.8.

CPS 5.55.
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7. OCSP

7.1.
X.509
7-1
7.1.1.
X.509 3
7.1.2.
7-3
7.1.3. oID
oID
e shalwithRSAEncryption 1.2.840.113549.1.1.5
e rsaEncryption 1.2.840.113549.1.1.1
7.1.4.
CPS 3.1.1.
7.1.5.
nameConstraints
7.1.6. oID
JPNIC
CPS 1.2. EE OID
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7.1.7.

policyConstraints

7.1.8.
CPS
URI
7.1.9. critical certificatePolicies
certificatePolicies non-critical
7-1 JPIRR
version v3 X.509
3
serialNumber CA
signature SHA1withRSA
issuer JPNIC Primary
Root CA
Subiject
C JP
@] Japan Network Information
Center
OU | JPIRR Certification Authority
01
Varidity 2 30
notBefore YYYYMMDDHHMMSS
notAfter YYYYMMDDHHMMSS
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subject

7-2

subjectPublicKeylInfo

algorithm

1.2.840.113549.1.1.1

RSA 1024bit

subjectPublicKey

CA

JPIRR subject
7-2 JPIRR
DN
JPNIC JPIRR
SIMIME I/F
C “<JP>”
0] ““Japan Network Information ““Resource Holder>”
Center””

O ““ASN Holder>~
ou ““Internet Resource Service”” ““IRR Maintainer ““IRR Object

Administrator®”

Registrant””

ou ““Secretariat””
ou ““IRR
Administrator®”
CN ““JPIRR
Secure MIME
Gateway””
““IRR-AD”” ““IRR-MA~” ““IRR-OR””
[64
] admin-c tech-c
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DN
JPNIC JPIRR
SIMIME I/F
““01”” “<01””
= ‘Ol,’
subject DN CN
CN
JPIRR
JPIRR CN
“01,’
7-3 JPIRR
authorityKeyldenti Non JPIRR
fier
subjectKeyldentifie Non JPIRR

r

keyUsage Critical

digitalSignature

keyEnciperment

extendedKeyUsage Non

1.3.6.1.5.5.7.3.2 SSL TLS

1.3.6.1.5.5.7.3.4

certificatePolicies Non

[1]Certificate Policy:
Policy
Identifier=1.2.392.200175.1.2.
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2
[1,1]Policy Qualifier Info:
Policy Qualifier 1d=CPS
Qualifier:
http://jpnic-ca.nic.ad.jp/capub/
jpirr/jpirr-ca_cps.html

subjectAltName Non [rfc822name]
basicConstraints Non

Subject Type End Entity

Path Length None

Constraints
cRLDistributionPoi Non [1]CRL Distribution Point

nts
CRL

Distribution Point Name:
Full Name:
URL=
http://jpnic-ca.nic.ad.jp/capub/

ipirr/jpirr-ca.crl
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71.2.

CRL
7-4

7.2.1.

CRL

7.2.2. CRL CRL

X.509CRL

X.509 2CRL

CRL

2 CRL CRL
7.2.2.1. cRLNumber
CRL
7.2.2.2. authorityKeyldentifier
keyldentifier 160bit SHA-1
non-critical
7-4 JPIRR CRL
version v2
signature SHA1withRSA
subject
C JP
@] Japan Network Information
Center
OU | JPIRR Certification Authority
01
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thisUpdate YYYYMMDDHHMMSS CRL

nextUpdate YYYYMMDDHHMMSS thisUpdate
15

revokedCertificates JPIRR

userCertificate

revocationDate YYYYMMDDHHMMSS

crlExtensions CRL

authorityKeyldenti Non JPIRR

fier

cRLNumber Non CA
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7.3. OCSP

7.3.1.

7.3.2. OCSP
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8.1.

8.2.

JPNIC

8.3.

JPNIC

8.4.

JPNIC RA

8.5.

8.6.

CPS

JPNIC
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JPNIC
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9.1.

9.2.

9.3.

9.3.1.

CPS 2.2.
CPS Web

9.3.2.

CPS CPS
Web
CRL

JPNIC
JPNIC JPNIC

JPNIC

9.3.3.

JPNIC
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JPNIC

JPNIC

CPS 9.4.
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9.4.

9.4.1.

JPNIC

JPNIC

JPNIC
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CPS 93.3.

JPNIC

JPNIC



9.4.2.

9.4.3.

9.4.4.

JPNIC CPS 94.1.

9.4.5.

9.4.6.

9.4.7.

9.5.

e JPNIC

o CPS JPNIC
e JPNIC
e JPNIC
JPNIC
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CRL  JPNIC

JPNIC



9.6.

9.6.1.
JPNIC JPNIC
e JPNIC
e JPNIC
e JPNIC
e CRL
[ ]
. CPS
9.6.2.
JPNIC JPNIC
[ ]
o JPNIC
o JPNIC
9.6.3.
RA RA
[ ]
e JPNIC
[ ]
[ ]
°
o JPNIC
9.6.4.
o CPS
o CPS 4.5.1.
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9.6.5.

9.6.6.

9.7.

JPNIC

9.8.

CPS

CPS 4.5.2.

CPS 9.6.1.

9.6.1.
JPNIC

JPNIC

JPNIC

JPNIC

RA

RA

9.6.2.

9.6.2.

CRL

RA
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9.9.

JPNIC
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9.10.

9.10.1.

CPS

9.10.2.

CPS

9.10.3.

CPS

9.11.

9.12.

9.12.1.

CPS
CPS

9.12.2.

CPS
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9.12.3.

9.13.

9.14.

9.15.

9.16.

9.16.1.

CPS

9.16.2.

JPNIC
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JPNIC

CPS

CPS



9.16.3.

CPS

9.16.4.

9.17.
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