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We reject: kings, presidents and voting.
We believe in: rough consensus and running code.
- David Clark (IETF 1992 Plenary Presentation)
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BEORABRETT ESZTLALLEEWVWELET,

B HBEEHEDORY — M EhohERZBEELT

ZLDAIZEK A BNT, Internet Week|ZREE2021EIZ25RAE %
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FERIFEBRRELS IS HBOER LW R TIE Yk EInternet
Weekh' iE—E E>TOWEEDHENERZUTWE LA BERE
STLEIDKRINSEIERANY M-I F—-fIBEN TSN,
COBEDRBEA YA VEE A VTV RRENBREELEE >
T EIGPFERICEAU T BIEZ < OBERBEZFICLTVWET,

EEDHWLZE

~Internet Week 2022F#IC kBT~

Internet Week 2022
ETEER
JPNICEBES RAHRSE

<

ZDES5H T Internet WeekldESHBRENEXIITSDT Y
=2y M ERETERB THN-WEEZET . DIFEDI VY —
2y MMIEY 20 EN A, (B SEERICHT 2 EM XK R
EhtInternet WeekIZRALIEHOM B EWSIRETT £ o &3 L <
MOV BERERCERBLEVEICE. T—YPRREELNVK
THRENTEEIBRARY NI F— - ESERLTILICHRE
EB.Internet Weekz=Z D &S5 ITTEAWEEIFZHEWTT,

B SEOT—7ITASHTEL

SEDT—RIE T4V =3y FOFEEEE ~HERERRIZEN~ ]
TE X IICHKIFERN=K 5%, Internet Weekh'f V¥ —xw b
ICEADZHLDBEHBTHN W EVWSBVERADELFTE
TIHMET 2 AN—KB [1 05—y hOBH ] EHST-HTR
DHEL . EASEONZURBELLE MBI E BRINE
CEREBLHDET . COLSHMEBICHODERZILAOINERE
T EELDHIECRENER LRI . HDIWIEELDAITED
NENBRBCEDHICLIEVWEEZTWET,
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10:00 ~ 10:45 [C11)] WETY =077 AN%EFE>THI=EE
11:00 ~ 11:45 [C12] 5GENTILRYF7—2 A
1M/ 2160 13:00 ~ 15:45 (C13] RiSBEIRTEZEMMER
16:00 ~ 16:45 [C14] Wi-FifiiERl ~H#ABWEREZERET S~
17:00 ~ 18:45 [C15] =T 1V FtxaVT1 —AV9—y NERDOEHE—
10:00 ~ 10:45 | [(C21] Av7 vV 7ANAFBIPVeRBS 51BN TAT YT
11,722@ | 11:00 ~11:45 | [C22] QOEN'>#7IPv6 ~CONBELUR Y-SV TBEENES~
13:00 ~ 16:00 [H2] AWSY 5 RICKZIPvExiiEWebY 1 FEFENY XAV
11:00 ~ 11:45 [C31] ATV Yy —%v haGHEL AR
13:00 ~ 14:45 [C33] [B&E -EHEF &I XTI DHEE . EABRIEZLTVWADN?ES LELENDD? | tFay7 4
15:00 ~ 16:45 [C34] B1/\—1%E2022
11,/26@ [17.00~1745 | (C35] $1/ —HmmBERROMEE
18:00 ~ 18:45 [C36] YN\ —KEEILHSICIF? KEDEF&abuse S KEAF
19:00 ~ 20:30 [B3] Abuse BoF
10:00 ~ 10:45 [C42] PSIRTESBOMMOEEHIZOWT
11:00 ~ 11:45 [C41] NOTICEE D loTEFaUTrED
13:00 ~ 13:45 [C43] Threat Intelligence OFAICEZ X2 T WEOMRLEFTEL
11/25 e 14:00 ~ 14:45 [C44] €£Oh5I1xL&HBO0SINT (Open Source Intelligence)
15:00 ~ 15:45 [C45] Cyber Hygiene Hunting:t*21Y 7 1 EMEEEDNTITH
16:00 ~ 16:45 [C46)] tXaT7RRLODAEEWVS ~RELTHHTHOI D EFREFERK~
17:00 ~ 17:45 [C47] cnhbDtF2Y) T 1 HBDEE
18:00 ~ 18:45 | [C48] EHAER2EEXELHERT SHREHELT
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14:00 ~ 15:45 [C52] IDNAT )y REEEX X3! Internet Week 20220 {E H A HRE
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19:00 ~ 20:30 [B5] Peering in Japan BoF
10:00 ~ 11:45 [C61) 19—y NEREDREHE ~ KAy F— EORK
12:00 ~ 12:45 [L6) DNSOFBEAZIRNED . SEDHBICOWTEZS —SVFDHEELICDNS —
[1R#t] HRXHBAFL RN —ER
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-DNSYZ ko 78R
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- ISV RETFRHICHELRRE RA VT
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10:00 ~ 11:30 [C71)] Web3mn#EtiE
11:45 ~ 12:25 11:45 ~ 12:05 [L71] containerlabTi#&H3IL—FitED
[BE] BFEI1V 59—V I ORFz Vv IOHAEM
12:05 ~ 12:25 [{2#t] %HXS#HGEAR
11,730 L) 12:40 ~ 14:15 [C72) YARTFTIBA VI —RY bD=-SHDIEHRNBEDNT > & HRIR
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Internet Week 2022
https://www.nic.ad.jp/iw2022/

Facebook : https://www.facebook.com/InternetWeek
Twitter : https://twitter.com/InternetWeek_jp
Ny 2773 #iw2022jp
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FREEN
1.4V =RV bDOREZHET S
2. 15—y MIEYRERDE - XADLERMTS
3. EIF—FEICLD IV —xy NEBRITOERZN S

WRE

A5 =Ry FOKMES LS

AV =Ry MEMEHREAICEKRDH S 7T
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20224
11H21H(A)~30H(K)
T >S54 WEEK: 21,22,24,25H
IN17Y)y FWEEK: 28~30H

—MRHEREABERRY T =01V T A =23 v1Y5—(JPNIC)

NTTdZa2=/—>avXkR&tt
BASHBERLIZA MY —ER

Asia Pacific Network Information Centre
A=Y MNRILF 71— Rt
=1 SRA

B GEAR

KDDI%FH =t

BAAVY—RY NIV RF v IVKARH
VIAVIV) 21— 3y XkRett

® E (2022411 B4B#R)

WS/ XERREE/ TIYILT

— Mt EEAICT-ISAC
BEFEFFHEANTI—TrR—2H=(TCA)

IPv6E X - mE i ER#ES= (vBpc)

—REEEAT VT —% v MR (IAjapan)

Internet Society Japan Chapter (ISOC-JP)

REIA VTSRS F v -FRL—5 =X IL—F (VIOPS)
— it EEAJPCERTO—7 1 x—> 3 vt % —(JPCERT/CC)
—HEEAEEEEESREECFa2) T 1 1HES (CCDS)
—RHEEANERY —EREEHS (JISA)

— A EEANBRUER2BEFERIEL S (JP-RISSA)

— i EEAEF 1) T« WHiR#EE R ES (SPREAD)
—HEEAY 7 bz A (SA))
—iAEEEAEFIERRMEZERS (JEITA)
—RARBEABREA V5 —2y c7ONCT =2 (JAIPA)
HAMSP#H S (MSPJ)

— M EE A BN BRB A LS E RS (JIPDEC)
BARtFa)T1ARL—>3VEEERES (SOG-)
—REMEABERRY— b7V EF 21U T 1= (USSEC)
BARY D=5 - ARL—5 =X )L—F (JANOG)
BEFREFFIMEABELRRY MT7—7tF2) T 1152 (UNSA)
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OpenPGPARBIEHRDEH-RTY —E 2%, 2022F9H30H
(ﬁ) _C‘\ﬁ\déT lJT:O

PGPOARISEY —/\—I(3. 1998F 9 A4 (CFREE AL RIS
S(CAT) OEEBLTW =Y —N—D5IJPNICOEES ZH —/\—
pgp.nic.ad jpllBITLEOT. ANINHN24FERHICHTN
OpenPGPARIRBRDE K- REY —EX &R LTV,

pgp.nic.ad jpdHY —ERZ&TTH(CH>T IRDERNELTA
LEZEHTEERL,

pgp.nic.ad.jplcE3 F TORIE

19934 (CRAB S NI-PGPARBRKIED=H DY —/\—(F, X —)L
TEF-RR - BERETIRETH 7. 1993FDERIZLF P
NCSA HTTPdA RNz WS KR T WebEN LTOEIMNARIY
TUYVH—EREVWSEDIEEFEELTWEN >, B MIT.
UCSD.N\YIIT Ay I RTA—REVSTZEONEDSHLD
KREILH DY —/N—TPGPRARRBRIRY —EXNFEARIN. ECH
[CEFTHEMEICHET DLW AR OTW,

£H(31994F48 1181 HPCGPARKEY —N\—DY—E X%
HRUHERICES(EDPGPARBY —N\— B ICAREERIEL
HEUBRAL WY —N—(F MRBEED B LWk S
HSRADHAERHLPAD—2>TH-7=. VI h Uz 7 TEMREFAAIC
HoT URDA—)L TPGPARABRAEZHRULNEELIZDT S A
EICBELTUEMITOY—N—DEICTFFRN 7 7ML DFEZR LTV
%, 199456 AR TEEZENDY M MEEH T HERTIAY 1 MY
P—EZALTWBZEN DS,

1997 FEHRKMITKERR 4T >7=Marc HorowitzKIZ&> T,
TCP/IPT#EfHAIAE A PGP#EY —/\—pksd (PGP Public
Keyserver) "Nz, ZORFIZ, hkp (Horowitz Keyserver
Protocol) 7A R JILAERINIZ. CNICE>T Wi V5 —
Ry MEG I EERPGPARBEY —N\—0DERNBHBRINDI LSS
o 7=.hkp7A R JLIZERES. The GNU Privacy Guard Tigf
ENTLB0penPGPHRDIESY —)Lgpg THIAFRETH %,

1996F 78I PGPARKEY —/N\N—%ICATICEBITLIze 2D/ —
TIAVIE ENETERKICA=ILIZEZ A VI T —ATHBMIT
HHorowitzhRPGP$&EY —/\—pksd 21T LT, LIESK LTICAT

HpksdIZBITUT= LD L. YR Dpksdld. F=HHARME T ME
B<R SUnDOY Y ETEFAVNLILEBOBRWE S BARRER
EDTH>EHIZ D DY —RO—RICFEAN NV FEE
H—N—DAZT2=FITETL TV T,

HIR#ZT998EF (Cpgp.nic.ad jplcBIT LB E . NENDY —R
JI—RIZFEANTVWS, ZD#ER. pgp.nic.ad jo L TEILVTWS
pksdl. EENREF(CHINA—RIZFEANGIFOT AV
FILDOA—=RHBTVRAEESEDITHH>TWD,

Web of Trust

PGPX>GnuPG& L\ > 7=, OpenPGP{L#k (rfc4880) D ARIEIE S -
BFELY—IL (L& pgp/gpg/OpenPGP) 350 & %4 % 5B
3T HEDEEICI > UEFERIAIT 2. RETVITA TR
FEFSEVWYHE THEFEERZL. ZORICEFORICBESD
BLEMFBEVNSEDTH S,

T T IIINIRREEDN H B, ZZICTVRERTHNT,
TYRTHBZEZRIEL RTTHB I ERIEL T BERLE
THES LSRR ANEAEEZRRTIRENDEL RS, 1H
1TRATS CIIEHA R,

Z 2T BEA/N—T 1— (Keysigning Party) i’ fThna &5 (2%
2. ERITONDBEZ/N—T 1 —I3. AEDEF 1) T WA S
&N EF->THCBN T2 —EOREERDHIINYRADESHE
DTHZD.NPDEIZ. SMEN . BEWVICEDAZZREEE L.
BAOAREOfingerprintDEIRIYZET . H2WIEFHH EIFDE
WSRNMREDE 2 HEIBETRNANNINSEoF2D T,
TERMEN BN T2EDH, IS ICHENBL A o1

ZZTENEOH. Zimmermann-Sassaman key-signing
protocolT#Hh b, NI EENZ T ->MTER>T=DAH the First
PGP Keyserver Manager Symposium TDRELZ/\—F 1 —
THOTREDFENHED ICEHENBVD T PGPAY T FHIL
EETHS Philip Zimmermannh®. Zimmermann& &£ (250
LTWEYSEPGPHOL Y - H AT VI b2 EEDRWAEAEE
ZB &S CEBREH U Z LT ER LIE=DOh Efficient Group
Key Signing Method T#% b . IR7E. Zimmermann-Sassaman
key-sighing protocol EMEIENZEDTH S,

B ZOLSBIEEA>TVWINEESEZDIVRIVALICE
ELEML WO TH 2. REDEY —/N\—BEEELPGPE &

% http://web.mit.edu/Tcl/src/exmh-1.6.1/misc/pgp-keyservers.txt
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UGnuPGOBEFREN . A5V F1EA ML ERNIHBSurfneth s
E(ICEFN2BETON . ZOFR TITONRER/NN—T1—1>
D 20 BIBDINSBREEDTTONEICENMDIDLT,
Zimmermann(3&#&. V) LEEBZ LTW=0%25TER L
T I ULIDEIICUTEFENIRBBR/NN—T A —THINW . SED
78 (July 24, 2022) 2OV iR TiThnfDebConf22THiThi
TWa,

pgp.nic.ad.jpt—ER%&IRNIER>T

SEVWHECHRELERETDEVWSHENTERWEE [EHH
BRICEZLTWAIEHEDS T MBI OBAINTVWSAMHEL
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Internet Architecture Board
(IAB)

Open Microphone Session
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DEERBECSNE LT,
N IABOEIH

IAB (Internet Architecture Board) TlZ. fttDIZEX#(L iR & D
HEITSZOD"YR—NTIL—T"hMEbNE LTz,

O IETF-IEEEZIL—F

KEBESEFFZR(EEE)DTOY Y ~802EDBADIHD
JIL—TTIRFC7241ICEREINTVET,

O IAB-ISOCRYY—a—F1x—vavyiL—7+

IAB.ISOCOA V% —Ry MIHIFBHR S —IBEY ZHEED
BREEEGE HBHDHDTIL—TTT,

IABTI32022F10R17H(B) »5108218 (&) [C. [FB5
BEffixfEo7=xy b7 —2ICEF2EEFE | (Management
Techniques in Encrypted Network- M-TEN)7 —%
vay7hEESNE L,

IAB workshop on Management Techniques in Encrypted
Networks (M-TEN), 2022
https://www.iab.org/activities/workshops/m-ten/

B Hot RFC

Hot RFC(Request for Conversation) (£, IETFIZ& (2 E8NA
NEENRTOND Y 3V T, SEEIEIERFFHBNIN
TWELIZHERY A MLRREURLEBNLET,

O IRINF—HBICHULTCINETICIETFRATE I L F@AH
(What has the IETF ever done for Energy)
KLZ-ITH—h (Toerless Eckert)

i
https://github.com/toerless/energy/raw/main/what-ha
s-the-ietf-ever-done-for-energy.pdf
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O )=y -2y I—ODEBEEHEN
(Challenges and Opportunities in Green Networking)
7L oYy —- oL L (Alexander Clemm)

FH:
https://datatracker.ietf.org/doc/html/draft-cx-green-m
etrics-00

“RURFRFEEOHIRZ T —VIC. xy bV — I KB4 Z R
BISPELW EDICT 21R5. BNHEEDEIRD & DAE
LeRET %,

O 2y b7=270RLNOEHOMEFESICEITDREETREN
(Challenges and Opportunities in Post-Quantum
Cryptography for networks and protocols)

Y7147 -12') (Sofia Celi)

S
https://datatracker.ietf.org/doc/slides-114-hotrfc-sessa-
challenges-and-opportunities-in-post-quantum-crypto
graphy-for-networks-and-protocols/

NISTTITONEME FRESDEE AR RIDY LR
F—VICEUZ REFMASINTWSTLS.DNSSEC. IPseck
Wole7ARIINADFEE BITICEDSREERT .

OEFa7 ILAVIDAIYVI—RY
(Internet Of Secure Elements)
JX2A)IL-21) T (Pascal Urien)

SEIM:
https://datatracker.ietf.org/doc/draft-urien-coinrg-
iose/05/

“EFaT ILAVKNIERTDF+vah—R SIM{BF/N
AR—bRETEDODNTWD R ELTEJavah—Rh¥H 0 .
BOBBMUEFEONTNEESNDZF2T - TLAYRETLS
H—/N\TES & DInternet-DraftD BN

O TLSIZ&1337T7AT—Y 3> (Attestation within TLS)
INRR 371 =% (Hannes Tschofenig)

SEAE:
https://datatracker.ietf.org/doc/html/draft-fossati-tls-atte
station-00

| mares> TECHNOLOGY |

XY RND— D% FE>CEFa P REEREETS7TAT—3Y
(GEER) DA RZE TLSZE > TR TEZ LS (CTDHDIRE,

O REDAVI—RIbDIHDAV 75 HERYF7—2LEO
(The LEO satellite networking, the flying infrastructure
for future Internet.)
1)> -7\ (Lin Han)

SEAE:
https://datatracker.ietf.org/doc/slides-114-hotrfc-sess
a-the-leo-satellite-networking-lin-han/

NTN(Non-Terrestrial Network — JE#ti ERRw b D —2) #i
EDXRXYRNT—=DIZEIFBIPDOXRY N T— %R EREIDIETF
N5THA RI—FT VI %FETETE,

O IVREDEF2VT1%BAT
(Beyond End-to-End security)
7140w 7INTL-R4 11— (Phillip Hallam-Baker)

SEAE:
https://datatracker.ietf.org/doc/slides-114-hotrfc-sess
a-beyond-end-to-end-security-phillip-hallam-baker/
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MFZERBDIDICE=ZFENNET D, TV REICEES AV EHE
#Mathematical Mesh (B Ay > 1) DIRE,

mEyo7y7

DANE (DNS-Based Authentication of Named Entities) ®
HEBEEEY Ty TUTHEBNLES,

O DANE Portal, [IEPGE—F1 v &b

DANE Portal Bl (£, S/ MIMED/\BIsE% B - BRRDTELEE
I2&2BWebt—E R TY, ThunderbirdD &S5 X =LY 517> b
TEERFOA-INT RLRAZTISERAEEZREIHZEN TESE
T WebD“HTTPS everywhere’M & 512, BFA—ILDS,/MIME
PEDND LS (CHBIEADHILTWVS, anTWE T EE,

DANE(FAENER L TWARWTORIILTH B L5BFENHDE
IO COESBEHEADEGICE>TEL>TW DB LNE R A

IEPG(Internet Engineering and Planning Group) S—7 >~
B IETFI—T (Y /O/BICEF L LTSN TELHFARXD
KA TEACHAREVSLIEFIEFRBEATRERRNMTONET,

X1 https://daneportal.net/
%3 The IEPG, https://iepg.org/

%2 IEPGEX—7F 1 Y7128V TDANE Portalh¥ it & f=254 KKurer and DANEportal.net
https://iepg.org/2022-07-24-ietf114/slides-114-iepg-sessa-kurer-and-daneportalnet-00.pdf
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H QUIC WG

QUIC WGTI(3. EEQUIC Version 1%RFC 9000 B & LTH4T
LELI. &I QUICEADE TIEEHIEDH DN TWFLED
HTTP/3%.RFC 9114 B8 ¢ LTHITARTLTWEIHTTP/3
[Z2DWTIE ZDEOIERPA Y THYRIFHTTP WGTThN3 Z
EEBSTWETL3IEMEQUIC WGELTIZ. QUICTARILD
AV T FVREIRRICOWCERERKEITTWET,

QUIC Version TOREE(CTHONIZ W<DHDED #H A% 48
MLET£9 (L. [RFC 9221 An Unreliable Datagram
Extension to QUIC| Bl [RFC 9287 Greasing the QUIC
Bit| B A£E) L7\ BWETRFC 922113, QUICTIEE K
DEWT PV Tr—2av T —YDEEEAEICLET . bEE L
QUICTIE Ny hORLTERONZT U Tr—> 3V F—5(3B
EINFITHN. ZNMHARERI-RT—ATCIDILRMLEKIEERT
9 ,RFC 9287 Tl%. QUICIZ(ZQUIC Bit& (N2 QUICDHEIE
FEHRTE2DICEZZDItNHDETH. ZNEDMNNDDTHLLT
2AEEERLET . CNICKD ( IRILT T FORBEYIRELEIC
EOFLWIORIILOBELNBEESIND "BEL"DURIZRE
HLEY,

RFCERIICA>TWA R E LTUZ. QUICV2IREEH N F T, 1S
HEEERIICIZQUICVIE R T BEHICHWS/NIX—FmEN
BARSTWET  RENBEYI/NSA—9ELEZD N—=P 3D
RAVI—23V%FT5HI2.QUICV2EWS 7ORIILAARSE
NELFZ. SHIZED FROFLLQUICNA—Y 3V = ZH(T S
BOURIEERLTVET,

IETF 11432 nERE H 0 £9H [Multipath QUIC]
$[Multicast QUIC| BH &\ 572 5 LWQUICHRRDERA T H
NTLES, [Multipath QUIC (. Multipath TCPOD &S (2850
INZ(ZVRRAVMIESTFEEBDRY N T =0 (V5 TT—R)
EEST ARV AVERTS 2HEIEEELE T E/NAILE

) —H(AIULRBVEHERELN.
QUICHELUVHTTPICE S BEIRICOVWTITHEWEEX L],

xares> [ECHNOLOGY |

KTIFWIi-FiEF v U7 Ry NT— A ZEES FIR, F—/ DB
ECHEERORAEES 1—RT—ANHN £ IHEE. QUICIZEL
TR EOBRAHETSOIC /Ty hNEEDNEARESH
LTWEY, &7z [Multicast QUIC &, WILFF+RITT—5%
EETEDLSICTHREABRTIZLWGERF 1AV MIIFARS
TOWEBAN  EELICL ST IHRERRBINTELT—FITAD
FI XL EEBERIBESLIEND TETH  BHERAF O TLNDAY
N=TE@mIFEIONDITLEL,

B HTTP WG

HTTP WGl 3| EBEHTTPOA Y T HY A B SRR AET>T W
ETAFICREIZ HTTP/3DEEICEDE THTTPEBDA Y
FFYADTONTEEL LI HTTR/3IE HTTPA Y E—T D% h
BN EMELTZIARILTUED HTTPAY E— S DEKE(FE
HDEHASETHTTPAY E—JDEKIZ. HTTP/ 110 4D
—EE L THEE SN TWE LA BRI LEHTTPEY Y T4V R
HHEELT BIRYDHULEBESNE L, ZNA . [RFC 9110
HTTPSemantics | B ©¢, %/~ HTTPEY Y T4 ADEE(C
BHETHITP/LIRHTTP/ 20T 5y ¥ EELESH.RFCHE
HETHETENTWET,

[ETFOEFREH U E—FRDERD HTTP WGIEZ D25/ (18
ABEDFERBDHZITOTWELILIETF 114TIENAT Uy
FREERD BB TOSMELRAENEZEDL. ARETD
S—TAVIDRLICHESNEL LIEVWA SETREORLE
BOHEADEDONTVDEVWSHRT FICED>IZERBHNE
BATLT

IETF 114 &SNz bEY D55 Talt-sve |2 BN LET,
lalt-svc]ld. 3 CITE#EL SN TV S HERATT A FBRRDOIA
KRICHEWERBIED EN>TWE T alt-sveDAZEFIE LTE. 7
SATYRIFHLTH—=/NDHTTP/ 3R/ EHTTPLRR Y ANy
T TBHTIDICEDNTVWEST V71T VRIZDAYITER
THTTP/3TH—NIZBEICLWEET, ZDalt-sveDEHEM(E
BREFCVDSTVWEIDN EHBDOCDNZFESHER HLL
HTTPS DNSLO—RTY I+ ) VI T5HBEHRE . 1—R T —
ZRFAFEIMBALTCVET RRICEDETERBLLS EWS
BENHNET,

¥4 https://datatracker.ietf.org/doc/html/rfc9000
X5 https://datatracker.ietf.org/doc/html/rfc9114
X6 https://datatracker.ietf.org/doc/html/rfc9221
X7 https://datatracker.ietf.org/doc/html/rfc9287

%8 https://www.ietf.org/archive/id/draft-ietf-quic-multipath-02.html
X9 https://www.ietf.org/archive/id/draft-jholland-quic-multicast-02.html
%10 https://www.rfc-editor.org/rfc/rfc9110.html
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20, B SEHLEARE CIE—MRICTRODZERZE 5,
LEHOEIL _RLZERADEAZFTET 5HEIE. Multivariate
Quadratic((MQ) B L HIEN 3,

LEHLZERXNBES OFMICIEIMQEIBEOREME (T TIEAR B
HRIIRINTIA =S IR B EEDTHE EE L 4D, ZDOFFMHIC
U TMQEEAERE T 5> 7R K Fukuoka MQ Challenge”
(https://www.magchallenge.org/) #. 201 5F48 L FES
NTWS, LRI OBBRINZED . CHEIBRNPERFEDOFM T
HO.EEICH R ZEBAMKZEEAMERRIZRTHAFTAD
WERENRLICEBE LTV I ENZRTORAETH D MQEIE

DEBINIA—ZELTIEHOBER. A EXOEHR. SLUVA
EXOBREINERINDIAEOEENE(F SN, Fukuoka MQ
Challenge TlE . ATREHMELTWSH2022F 98K R TIEEHK
DEHPHEXDEEIZE CTType I 5 Type VIOGTEEN
ERINTENGEFETIF2020F88I1ZHEDBo-Yin Yang#
BOF—LIZE>TType IIDZE#HIBE. AIEAX76EDEZEEN
BHANTWNE,2022F1BICK TypellEWTHERF LYY
MEMEN=H ARBRER R TIEBRV RS (TSN TLARNEK
ITHD. NODFHIT. ZEHZERABSICEVWTSE M)
B SNEINETEERBEEERADZ55,

%5 Aviezri S. Fraenkel, Yaacov Yesha, “Complexity of Solving Algebraic Equations,” Information Processing Letters, Vol. 10, No. 4-5, pp.178-179, 1980.

AESGRES I LRUAHEFHERESDS 5 REFLIE
HUEBS R THD. CNIFECDH (BHBRT « 71 —-~JL
VVRKE)REOERELSEMMRICN L AETGRE T
N2E/REAVZRSKINT TH D ERDIBEAMIRESH B —
DHRICE T2 RDEETEEASLICH L AEBKRES T
BEOBEAMBEALTOBREEZSZRNERS EHMEES
HHMICRRZ EBERBENARNDEEARD-OFEMRITE
E92M. Z<OBRRENERSINTE D FIAIEKRKE - Zih
RFAEEDEEDHB,

ST ABEERIIEAMBRY SBABBRNOERD—ETHZ
EIRFEICERANID RIEAESEROB RS AREES OB L
DEFICHFEL TV D HIZIERAEBERICETIBEEBHBEREL

FAYHBEILZERMHAZE (National Institute of
Standards and Technology, NIST) [£.2016Fn 5
MEFHERBESCHITIELELCABROBREZEDTLND
(https://csrc.nist.gov/projects/post-quantum-cryptography).
2022F7RIZIFBEARELT—oODOARN . TAVYILELZLE
LTE20ARIEEFRELVTRENZZEARESINTW
R, BENTARIEES AR E LTCRYSTALS-KYBER,
TA4YUFILELZLE LTCRYSTALS-Dilithium, FALCON,
SPHINCS+ T %.F7-. LEDOEDDOAREIFRIICHFH =SV
vV RELT BES{EARE LTBIKE, Classic McEliece. HQC.
SIKEQOED>DA RN EEBIROER & U TRRERAINLTL
2 MATTAVIIINBEARDRKICRICZLWEREDEHES
N (ATBRERSTIF)2022F 10BT1HE TSI O ITHIAER
DREER(FHIFTTVWDS,

EROARICEVWTRIET TR /BB THTE L ZELINDE
D TIZCRYSTALS-KYBER & CRYSTALS-Dilithium, FALCONAY
BRFRES.SPHINCSH+M N\ WY aR—RBL (KT TIZEIET S)
THDE FETTVRIZESTWEEDE LT BIKE, Classic

|

RAEE&RES

TI97TFEIINIL—DAT (Velu's formula) ¥ ARENT WS,
NIL—=DARKOFHMIZEIER T 2. ZDIAAEE LTETRAEER
ERV.ZNICEDETUBER LR 2 EMHERZ RO TS, ZNIC
L. Z 2D E Z o NIRRT 2N o DFEMBIRE i
U211 2RAEBEEGRE RO ZEEIL. AEEREELFEEIN. AEE
BESORZEMEDRIE B> TWDARNAFERE LTIE 1
BARTHASIDHEHA SN TS,

X6 EMRT, ‘REFHLZIESER BEGROER) SBHBGESOREET,”
HAGTERt, 2012,

X7 Jacques Velu, “Isogenies Entre Courbes Elliptiques,” Comptes Rendus
Hebdomadaires des Seances de 'Academie des Sciences, pp.2380231, 1971.

%8 David Jao, Luca De Feo, “Towards Quantum-Resistant Cryptosystems from
Supersingular Elliptic Curve Isogenies,” PQCrypto 2011, pp.19-34, 2011.
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McEliece, HQCHHFER—RIES . SIKEA RBEKRES TH 5,
BFESNELZNUAOARDNELEREEREICHD N
DFERDBAAS. CORBENICIEFIES ULHIRRK TIIEELD
RESTWRWIEDN FBTVY RPBMSNIERIZIEH
2. b LIRICERFRESICEDLREFHEROTILTVILIHER
INFHBE DT ITOTILTV LI ER SNIREU EDE
BENEORICRETIHEEDS VO TH L. BEEEDRT
TEREMRBIOAMNTUES>TARICE. Z2E LOBENR
D> TWEARELZVHFER—IABSDT A VIILEBRALE
M T2t LORENRON > TeREBNBFIEE A2,

EZAT ERUZESEDAR L. BEEDES 1 73 Ulibogs
(https://github.com/open-quantum-safe/libogs)IZHE
EINTWBBHROHZFHEICAIF-RYFY—2 LT libogs
HRAVWTEHAILZS AR OMEEZR2. RIICZTNEFNRT . N
HDORIZEWTIE, public keyh RO/ M1 X secret
key D" TEED /N1 b1 X, ciphertextd % L\ dsignatureh®
BEXHDIWIEZDNA A XIZENZNEYT B, 7=,
SHERE I Tkeygen/shEW H =D DR AERKEIE. encaps/s




i

HBWNEsign/sHENHZDOESLEIHRH S W ILELZE
#.decaps/s®H B W Idverify/shEWH-DDESEXRH
WK THD . CNHDEEEFUbuntu 18.04.6
LTS (Bionic Beaver) ET.Intel® Core™ {7-8700K CPU
3.70GHzAE#ZH L1=32GBXEV ##H >V Y ETEHAIL,
av/NA Zldgee 8.4.0#FHW\WTW5,

FIBESIARICDOVWT,CRYSTALS-KYBERI(ZKyber512&
Kyber768WI'Nt AEEKRIES ICLSSIKEZR< MDA E
HARTENA A XEFHERBONZ Y ZABPN TV LSICRE

EA SEStA RO

RIIoNDFICBVHIYDBES(LEHRLESERBOBEL S
CINOHBRERINI=ZEFIEYICRZ 5. BIKED kR L TEZ
SNTWBIEBRKRTH D, — A TAVIIEBRIZ /Ny aR—
ZEH THHSPHINCSHIINFHEEMERED/ A M1 XANE
WEDD BEDY A XN KELAL>TWD,FALCONIZZE R
BOBENEVWEDOD . RIEBKDOBEHIEWV, NS L
CRYSTALS-Dilithium(&, /N1~ ZEEHERERED/NT VR
RN TV S, ZD7=8, CRYSTALS-DilithiumA &M IZH T
RULENTVWSESICHAZS MEFHERBSOMRRAAET
F. CNHODOFEREEZVWDICHET 2HDERIN TN D,

Algorithm public key ciphertext secret key shared secret key keygen/s encaps/s decaps/s
BIKE-L1 1541 1573 5223 32 20.3 95 72
BIKE-L3 3083 3115 10105 32 229 12.0 7.0
Classic-McEliece-348864 261120 128 6452 32 1.1 11.9 4.1
Classic-McEliece-348864f 261120 128 6452 32 1.1 121 4.2
Classic-McEliece-460896 524160 188 13568 32 09 13.0 38
Classic-McEliece-460896f 524160 188 13568 32 1.1 12.8 3.7
Classic-McEliece-6688128 1044992 240 13892 32 1.2 14.9 3.6
Classic-McEliece-6688128f 1044992 240 13892 32 1.2 15.1 35
Classic-McEliece-6960119 1047319 226 13908 32 1.5 15.6 38
Classic-McEliece-6960119f 1047319 226 13908 32 1.2 14.6 3.7
Classic-McEliece-8192128 1357824 240 14080 32 1.3 17.5 36
Classic-McEliece-8192128f 1357824 240 14080 32 1.2 17.3 36
HQC-128 2249 4481 2289 64 2.1 215) 23
HQC-192 4522 9026 4562 64 23 29 2.7
HQC-256 7245 14469 7285 64 2.7 B8 &2
Kyber512 800 768 1632 32 38 4.0 6.8
Kyber768 1184 1088 2400 32 4.1 4.1 6.5
Kyber1024 1568 1568 3168 32 4.6 4.4 6.3
SIKE-p434 330 346 374 16 4.9 5.0 5.0
SIKE-p503 378 402 434 24 1.3 1.3 1.3
SIKE-p610 462 486 524 24 6.5 6.5 6.5
SIKE-p751 564 596 644 32 1.3 1.3 1.3
BT 1V IINEBRHROMERETMH

Algorithm public key secret key signature keygen/s sign/s verify/s
Dilithium2 1312 2528 2420 33 58 3.8
Dilithium3 1952 4000 3293 35 59 3.6
Dilithium5 2592 4864 4595 33 5.6 37
Falcon-512 897 1281 690 26 19.9 1.0
Falcon-1024 1793 2305 1330 2.3 21.9 1.0
SPHINCS+-SHA256-256f-robust 64 128 49856 2.1 2.0 1.0
SPHINCS+-SHA256-256f-simple 64 128 49856 3.1 29 1.1
SPHINCS+-SHA256-256s-robust 64 128 29792 2.1 22 1.0
SPHINCS+-SHA256-256s-simple 64 128 29792 3.0 3.0 1.0

%9 NIST, “PQC Standardization Process: Announcing Four Candidates to be Standardized, Plus Fourth Round Candidates,”
https://csrc.nist.gov/News/2022/pgc-candidates-to-be-standardized-and-round-4.
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Dear Readers,

This issue of the newsletter highlights
the following two special articles.

Now, it’s that time again this year!
In Special Article 1, we cover Internet
Week 2022. This year's theme is "The
Internet Compass - Steer the a Course for
the Future!", which expresses our hope
that Internet Week could will act as be
a compass for those involved in the
Internet. Thanks to your tremendous
support, Internet Week celebrated its
25th-anniversary last year in 2021. This
year marks the start of a new quarter
century. In this milestone year, we will
once again consider the role of Internet
Week. In addition, one of the new
challenges this year is to hold the event in
an on-site and online hybrid format. For
the past two years, the conference was
held online due to measures against
COVID-19, however this year we offer
on-site sessions in addition to online
sessions during the latter three days of the
conference. We hold hybrid sessions,
especially for programs where lively
exchanges of opinions between speakers
and participants are to be essential.

In Special Feature 2, we focus on the
registration and search service for
public key information on for PGP, which
had been provided at "pgp.nic.ad.jp" which
and was terminated on September 30,
2022. Since its release, it had been used for
registration and search for PGP public
keys on public servers since its release.
However, we have decided to discontinue
this service because we believe that it has
fulfilled its role in providing such a
service . This page article is a review of
the service as a page in the history of the
Internet.

In “Prologue to the Internet: its Technologies
and Services”, the “JP29-type-robot “Nic-kun”
and Dr. Netson of the Internet research
institute explain the development of cloud
storage services. Online storage services
have become widespread since around 2010
when smartphones became popular. Let's
take a look at how cloud storage services,
with their ability to provideof data
synchronization, have evolved over the years.

In “Pick Out!”, we introduce featured
articles from the JPNIC blog. This time, we
feature an article on the launch event, held
on April 28,2022, in a hybrid face-to-face
and videoconference format on April 28,
2022, where "The Declaration for the
Future of the Internet" was presented. The
Declaration was proposed by partner
countries including the United States,
European countries, Australia, New Zealand,
Japan, multiple countries in Europe, and
others.so on and It was endorsed by over
60 countries and regions. For the full text,
visit https://blog.nic.ad.jp/2022/7530/ !!

“Introducing JPNIC Members” focuses
on a particular JPNIC member engaged in
interesting activities. This time, we visited
Unitas Global Co., Ltd., headquartered in
Chiyoda-ku Tokyo. They have earned
the trust of their customers for their
low-latency network environment enabled
by their unique intelligent routing
technology , positive problem-solving
skills, and bilingual support for
customers' global business development.
In May 2022, they joined Unitas Global,
headquartered in Illinois, USA, allowing
them to be more competitive oin services.
Not justBoth their business is unique,
theirand culture areis unique as well.
Their president and all employees are
fully committed to entertaining and
delighting not only their customers, but all
stakeholders., And they have produced a
music video (https://youtu.be/SbSItHjuaHE)
to commemorate their 20th anniversary.
During the interview, we got to hear a
variety of impressive stories, including

their philosophy on business and human
resources.

“The Internet Loves You” is a corner in
which we introduce a person who is
active in the Internet industry. This
time, we introduce Dr. Takahiro Nemoto,
who is engaged in research, at The Tokyo
University of Agriculture and Technology
(TUAT), focused on university network
operations, internationalized technologies,
internationalized strings, etc., while also
beingHe is also active in the Internet
Engineering Task Force (IETF) and
Internet Society Japan Chapter (ISOC-JP).
Although he has a career as a researcher
in the field of the Internet, it was not until
he entered graduate school that he became
deeply involved in the Internet. He talks
about his experiences, and influences, he
had and his goals for the future.

In our “10 Minute Internet Course”, we
explore the keyword "Quantum-Resistant
Cryptography (Post-Quantum Cryptography)".
In the previous issue (No. 81), Associate
Professor Naoto Yanai, Graduate School of
Information Science and Technology,
Osaka University, explained the current
status of quantum computers and what will
change with the advent of quantum
computers. In this issue, he explains the
development and the current status quo of
quantum-resistant cryptography, which
is attracting attention as a technology that
couldto guarantee the security of quantum
computers even after they are put into
practical use. The explanation is easy to
read without and avoids using mathematical
formulas, making it and is best to a good
read for beginners!!

In addition, you'll also find "Internet Topics",
"JPNIC Activity Reports", "Statistics" etc.,
for the past several months. If you have any
comments or feedback, please feel free to
contact us at jpnic-news@nic.ad.jp. Your
comments are greatly appreciated!!
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