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Memorandum forjMulti-Domain Public Key Infrastructure jInteroperability

Status of This Memo
This memo provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
memo is unlimited.

Abstract

The objective of this document is to establish a terminology
framework and to suggest the operational requirements of Public Key

Infrastructure (PKI) domain for interoperability of multi-domain vEEZ Nelson E HastingEE LT A bEORE

Zl‘lbi}c l:ey ir‘\frasti:stuze, vmlhe:edeach.ll:KI cti:malnlli.ozeiétedbu:derna (ELVELEOY 27X A, £ILISHER BEK.
istinct policy. is document describes the relationships betwee IPAt% 2171 £>%— BJI|K. NIST Hasting &)

Certification Authorities (CAs), provides the definition and
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1 Certificate

= Apple OPKI
: = Apple Root CA

Apple Application Integration CA

Certificate Revocation Lists Certificate Policy (CP) and Certification (AAI SUb-CA)
¢ Apple Inc. Root CRL » Practice Statements (CPS)

Worldwide Developer Relations CA
‘ Oeweper 0GR (WWDR Sub-CA)
4= SYEEE[D)

e Software Update Sub-CA = =

Developer ID Sub CA

Audit Reports Apple Root Certificate Program
Certification To beter protect Apple customers from security issues related to the use
Authorities WebTrust for Certfication Authorities of public key infrastructure certificates and enhance the experience for

e WIcA  users Apple products use a common store for root certificates. You may -
L * WTExte R apply 1o have your root certificate included In Apple products via the General I “ I 'estal I |p CA
Apple Root Certificate Prograr

Certification Contact ll:tll ﬂ . _,

Authorities WebTrust for Certification Authorities - SSL Baseline Contact the Apple PKI team at contact_pki@apple.cor

@ https://www.apple.com/certificateauthority/
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Mac App Store Application Signing Certificates (“Mac App Store Application
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®. “WWDRIOS Softwars Development Certi¥cates { 105 Development Certiicates’) e Mac App Store Installer Package Signing Certificates (“Mac App Store Installer Package
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e WWDR Apple Push Notification service Development SSL Certificates (“Development SSL e Mac App Store Receipt Signing Certificates
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e WWODR Push Certificate Signing Request Signing Certificates (“Push CSR Signing ) . . WO HdWlde DevelODer

Certificates”) e  Website Push Notification Certificates R ] . =3 gE

— . elatioNns &ua EJ
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PSD2 Model for the Authentic Source API

r
d-trust.
Validation against
EU Trusted List* &
Register
ualified trust Ul .
Q . API Authentic Source
service il
. o g QWAC with
eririer SRR By :

S— 9 attribute — 9 EU Verifier attribute

or i or
TLS Connection
. IREEEE Qseal with
8383' "."f'.th EU Verifier attribute
User Q veriner (offline)
attribute
(offline)
A B ANThBE AR =
PSD2 Cld. ETriiRES QTSP PSD2Tld. £/EEBT
*European Trust Service List according to Implementing Decision (EU) 2015/1505 ( ; - )
28.03.2023 - Copyright 2020 Bundesdruckerei GmbH - Teil der Bundesdruckerei-Gruppe bd-. 18
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ToBe J4SH)V2eR

Trusted Party(TP)

T2 L_&E_A iTE : &|El A' 5
| ElRER
| f

H4){—22f8 Relying Party(RP)
’Jj’DNj—EZ FEREE EBE

v BafE
N EtRT-4

FHET-IOREE =

PKI ¢

O ERIMOEBE — FT/INA R« T=PDEFEM (Trustworthiness) ZRPICIzZA 2
- ANDBRICFEST, T/N\1R -

F—=DEFEM (Trustworthiness) DRI T=dCE
B
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Role of PKI / Trust Technology——Trust in Cyber- PhYS|cal Systems S:CO“

Trustworthuness as a medical device in physical space ‘ EU eIDAS
Trustworthiness as an autonomous vehicle in physical space S ﬁe i t  eSeal certificate
\Etc--- _ digital Certificate of Conformity

Cyberspace
Cloud service / user (trustee, RP)

Physical space

E trust relationship
{ o
Teep.- & | TEEP
Broker<T § Agent
App.. g [ " App
Untrusted & Trusted ':rustworﬂ'\ine&e as an instrument
S — s: physical space

f) secure boot secure storage
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B2 ( Autonomous ) * 8% ( Distributed ) - 7358 Coopera‘uve) DEKT D EDZT EPPS Hsew
FDEICXTIM UL P—F57D0Fv— TIPIWESRAbE. TIPIWPAT VT 14T 1 DSBS

« 18—y FOBREDRED (BHBNITA VY —RY I\LEBD‘%) [BEREDEY AT AICK D]
- B2 Autonomous FBF (Trustee) Z. BED S X (implicit trust) LIZ E TOBRRAY AT A
« O&l.  Distributed P IVEa—FT 1 V7 (distributed computing) DIEE
« = FTOZAHIVSHERERMNEEEEE

175 LEERBVEVN IS "5 7 ICHRNT, BULWNMEBERE, ZOII2 "7 ANTOBEDEFS A
(implicit trust) ZeiiIRE UIC BN AT AIC K DR

o [BREDEYVATAICKDIRR] ODRRICIDECSIDEIL?? — CCIIERDMUE

- B2 DAO ( Decentralized autonomous organization ) ? ?— A VA —Xv rIOIa2”"571HCN
Z2BIELTLENIHW? ? BRORKD. ADNEZR/NCULZIV=IVESE UIZ 23— RICKDEEEN

« D&l  Decentralized??  ERJMEE. MEBRENDDDIVILFRAT—IOMNILY —ICKDDEV AT A

« 58 @ EULVEIRZABIIFER. EU\RSBRER??. ND—=/"\S 2V 2DPTOEHE (DEK)
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« JOYVEIVEDA VI —Ry FTORILDAP [J. HIEESKUC
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D (TSN —=EVNDEEHIDIELY)
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Always VerifyDEEERDIE—FPTRAT—I3V I [

Intelligent Systems Laboratory
«HOFIZ PO RICEUTER

« YT D FDtrustworthinessz, FSOXARIVIY « V= Halways verifyddC ElCKD
BATRBIS SR FZEBED (explicit trust )

« — Calways verifyld. 7O RIJJILAICIE. UE—EPTRT—Y 3V, TUIFT 1 THICIE,
FE. =IPIEREZDESE
s PORSAMP—FFIOFVICRITIBEDEFSA — Never trust ELND TBDHE(E,
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BRI E BADEFESECEANBHRIRE EDEID

« 19054 EU —9R#EES. Data Protection Directive 95
« 1999F EU EFERBED eSignature Directive 1999/93/EC

« 2001 EFERANETT
« > BADEFEIELEIE., EUEFEZEBICAZTREREZZITL (D ZOEUDEFSEIETS
&, BAICAREZRHRUTND)

« 2005 ([AABHRIREEZZEHT
« 20165 EU elDASFREIFETT — elDAS FRAIZ 49 RICHRWNT 4 FB8ODEBL
« 85 (Directive) D'5#88I (Regulation) N\, B AHBEHDKIBICEEENTS.
« 2017  HNEBABHRIRELERT > EUDGDPREDEBENEREING
« FEETHENSBABREZEES . 4FB8OREBEL
« 2018 EU—#5T—~1R#E#RA ( EU General Data Protection Regulation ) {7
« 185 (Directive) N'5#88!I (Regulation) 7\,
« elDASRAIEA UL, RINDE—HiZEER(EV. Digital Single Market) DRZEDKRE),
- EREAMHEREZOEECOHEDZOICIE. FRA (Regulation) THIDMUEHLHHIZ?,
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Relationship between standardization and the 201 Off6g 29

legal system httos://www.insa.org/seminar/pki-
European Approach?? day/2010/data/5 a matsumoto.pdf
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Shared vision of the digital socuefy
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BATIREEA REE SEEIE EHIEA
Toward technical T dal | t b d
standards based on the ETSI and other Legal System in the dﬁg\:\’iZIr teachengoé}oz);,s em baseaon
legal system standardization Digital Age

16
Copyright © 2010 SECOM Co., Ltd. All rights reserved.
H B https://www.jnsa.org/result/e-signature/seminar/2023/2023-001.pdf

Copyright 2024 NPOBAR Y RD—2O€FaUT 1 H=



B - KE - B g
RN XE
FSRARHIMBIEZEY—EXR
e | BABEOENS - BABBOREECRE
INT)\—
eIDASHIEI RS2 P —EZ - Lo 157
PA1T0571 T4 (BRA. BEA)
KRESENY BRICHRITDVYT T VI\—FIEZF
P70-F FERER
?70—-F
BARDIIHBUEB>X? ?
© 2020 SECOM CO., LTD
8

EEshsgLE. HEA

ScCOM

e
BESEMICiDdFSRA
DIEVZIIC[ITT

2015 F MmAK
hitt.//c-Tacultvchiuo-
u.ac.ip/ tsuiji/pdf/160
606matsumoto.pdf

12

https://www.jnsa.org/result/e- Szgnature/semmar/2023/2023 001.pdf

Copyright 202

NPOBARY DO —=DtF 1T 1HBe



