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H 280 dosies
o =B fin(watal) | “

o NTTaZSaz=45—23 X A/ R—I 3012083 —

o EBARIIRYNT—IEMDBHMTIRILE Testbed DEAF - E M
m EZE 1T SR (SRv6/SR-MPLS) / xFlow / Streaming Telemetry / MP-BGP / PCEP

o SRIFDERDTI=8. IPFIX Z:&F & eBPF/XDP R—2Z M IPFIX exporter Z{ER L THREF

m Fluvia Exporter: https://github.com/nttcom/fluvia

@ watal_i27e

O https://github.com/watal
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ﬁ% Bosme,
e SRv6/SR-MPLS Z AU =it AR H OB ATREE
o BEMNBEELLDIBIEERELLEL!
m UTILEALITEEAN) v IESBLI-EBRHIEAS, SR Policy ZEMEEDFHEZEITLV =LY
B AT AN)—3I2 T 0 e-sportsD S T74 9074 E BHERBRDBEEEFIELIZL

e SRvEIIZHEL\TIA—CLMEELFMEL . FERHFED AN vIZLI=L
o #% SR Policy @ E2E IHEEAR) Y OFEFT 5D T4 )hop-by-hop [TEEAR) O ERGFLI=0LY
n fflBEEQRERRELGD)IDENE., IL—RNZE T HEREBEQOINGIGZE

TE Path A
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KRBE(ZFAITT - Ry —OEREITDOIRH busness
e SRv6 fICHUT, 7A—EDEBENMBERERT HHEHMHALL !

o SRv6 SRH [Z&F 15 Segment List 4> Segment Left D1EHRT7O—FXAIL1=L>
o outer header @ destination 42, inner header @ 5-tuple & HEEFLT=0N

o LEEZE-TH &L T xFlow(IPFIX) 2 BEL . Hfiii@iIZ=E1R/ P
o FLEF1LT7O—METERIE?

o LI TId, &F&E Network Telemetry Hilf D F ¥ B ED IPFIX exporter Z#AF !
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RFC9232 Network Telemetry Framework



B R HfiT : Network Telemetry [ZDUNT Docinase
o Network Telemetry: v k7—2 D&% ER TIET S HHT OB

o Telemetry:tele- + -metry, [REICILERBAIER M EREIETEE
m BENTZIEFAAOLANIVRZIRET D=
B F1Y—FIrDAN) Y RINES, BFEFYD 2T DITIZKBPERGTEE Telemetry&IER

o BERXMRLEMRFEGEDENIKRALGEMANELE
m xFlow:SNMP-Streaming Telemetry-BMP...

o WEZREICEEZEL. FHRMBOIL—LT—9%IZHT 5=5HRFC 9232 NIZEF
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RFC 9232 Network Telemetry Framework Business
o RYNI—VBATELSRBEEMIRT 5= D Network Telemetry Framework % E 3%

o https://datatracker.ietf.org/doc/rfc9232/
o Network Telemetry D EZ X758, KRILZITORFC

m IPFIX [& Network Telemetry IZ&FEN 5T, TD Ay &
m KD SNMP/CLI/Syslog HEMNFORENEIN ., HEIRNETLETER

___________________________________________________________________________________________________________________________________________________________________________________________________|
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Network Telemetry D1 —X45—X Bosoms,

© NTT Communications Corporation All Rights Reserved.

Security: IDS/IPS, AN AZR/IMERBEDIS T4V EEZEZAGWVMREZBEEY

Policy and Intent Compliance Policy %2 Intent ~MDEHFEI R & EREHRE

o Policy: 77 EADHIR-H—E XD ERE $FERS T4 DHlfEE.g. SFC)

o Intent: ERABED YL, RUMT—IONE-THREL. FREZEEETICEEMICERT HLD

SLA Compliance 7O/ \A/ 2 MEZHGEY DH—E RERELTLD D, A—HFOFARL—42HFER-1ET S
Root Cause Analysis v k7 —4[&EE DR EZ TR I3

o HMEELLEDEMTHLAHARE, ryrT—UM B0 A Hldactive/passive DR HYER AT EE
Network Optimization 8- REACTO R VLT —IRBEILEITOI-HODOA—KRNS L5 - TE-FHELE

o FEHIEREBOEIEICE. YMVON—RXMZRETE=0D) 7 ILZA LA DHIMNFIE TORGNBLE
o REl:RybI—YBELMRODOEEIZIL. KEICH-Network Telemetry T—2D BT HNLE
Event Tracking and Prediction {3 DEEZE (1518 2T —IREDIRIEL B ZRIREIZT 5

o BERR MIT4VIDREBONTH—IVA N robDROYTREDAN U




— docomo
Network Telemetry [TDUNT business
o —RISTROBMERD (L TERLTLZBSEL)

o

o

o

o

o

o

Push and Streaming: R—1)> 9 TIELGLT NS RDT—2Y—ZM 5 push SNz ARJ—22% T —42(e.g. Pub/Sub)
Volume and Velocity: A TIHG<EMIZLS BB LS I-NEBERIRELIz. KIRENDUTILEA LTGET—4
Normalization and Unification: BEIME~DHEFMED S, BL4E5T NS/ ABTERIESNf-T—2TOraL
Model-Based: E7 /LiEEN 1= Telemetry data, 77— 3V BNETILO LT —3 %R ATEEIZT 5

Data Fusion: 8 DT—42Y—XTH@ED name/ID ## 5. cross-domain/device/layer [CHHBEZEFAIEEICT S
Dynamic and Interactive: closed-loop #(Z&5BENIED =6 . 2 FO—FD LD EIMM DR EERIG I T ITXIET D

o BEMICETREORHZE>TRL

o

o

o

In-Network Customization: 7 745 —23> D =——X & =F=HODFYET—YBITOT—2D NI
In-Network Data Aggregation and Correlation: #*YrT7—VRATHOT—2DEHN (FRDHEL—IDEELL)
In-Network Processing: T—40EZ#ryrTJ—0I124A 70—k

Direct Data Plane Export: ) 7 L2/ LALIBZHMELIz. T—HHEE~DEEIYIAR—K(e.g. IOAM DEX)
In-Band Data Collection: #5i%/ SR £AND7O0—ND EEILE (Passive/Active/Hybrid 2T —42IXEE)
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Telemetry Protocol 0% #5§#: Plane £50) B H Dosings:

e Management Plane Telemetry
o RYNI—HEEL AT LMSIERZEIG I STelemetry
o NIA—=IVR-FybT—o0OF T - BE - R ORBLEDFERETIRMEHIET
o gRPC, NETCONF, RESTCONF, SNMP, Syslog

e Control Plane Telemetry
o L1-L7 @ C-Plane Protocol B{&AMDEItR %175 Telemetry
o RybI—VDERBILCHEBDERA. FRIZITI.
m 7=7ZL. E2E O KPI R EL A VYD KPI EEUDIT. BERMGEROFELEEREH D TORIILOT NS RIHET 50 (TR E
o xFlow, BMP, traffic mirroring, gRPC, NETCONF, RESTCONF
m BMP O &SI, IGP OE=4) 2T %3 5TAMILIETFEL TLMRL

e Data Plane Telemetry
o T—ATL—UTOIREICET 51EHRDEREITITelemetry
o XxFlow, traffic mirroring, gRPC, NETCONF

© NTT Communications Corporation All Rights Reserved.
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B :Network Telemetry [TDWVTOHDERER buingss
e RFC 9232 TIXTROEERAHNEINTLVS, Chidlk D-Plane TlXFITEIL 55,

o D-Plane DAV THE/NT DB LR ICEEF S ZLEWNKIIEHD

o ER{ET B Telemetry T—RIZ&> TRl FFELVR L TIXESLL

o F/INEETODAAL)—IET—2D1ZH

m LIE-ERE - TARYEERH - HHEITHOBEMERNIZS
o PIVr—1a M REBLOT LMEEIEESRILETIT, F¥-TRTSTEY T+
o JEREHERRA DFEEEE N (FEARTE)
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Technique Taxonomy (1/2) business
e Active, Passive, and Hybrid (c.f. RFC 7799)

o Active: OWAMP/TWAMP/STAMP, ping & . 1/ LS D EWNEHRIA T EEE A, Bl E B ET S

o Passive: xFlow, tcpdump, traffic mirroring 72 &, 7ZA—D @MEZEERNSH ., RN TOSXELAMEHEITEAL

o Hybrid: IOAM, AM (Alternate-Marking) % & , &AL ETRIA RTRET=AY, REHLIEHM

e In-Band and Out-of-Band

o In-Band: collector ~® export RilZ. 21—/ ykITelemetry T—A2% {1 5957 70—F
m —fRICEHNS In-band Telemetry [ DEIBE(FEL S, IETF BIIZIX On-path Telemetry EFE(EHNL S
o Out-of-Band: 1—H /3 yhEZEEHF . collector IZ Telemetry /34y hE#E# export $57F0—F
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. docomo
Technique Taxonomy (1/2) Bosinos:
e End-to—End and In-Network

o End-to-End: v+ —4® endpoint /5 endpoint ~DEHAIZFIT57 7 O—F ping IZ&KBEHRID A A—)
o In-Network: *YrT—0 LD &HERA 2 TEHAIT 5F & &Flow (£Th)

e Data Subject
o flow based: IOAM i3& | $570—&H%=EIET 5T —4

o path based: traceroute M &SI1Z, HAHARREMTDT—H
o node based: IPFIX D &312, HHRA TGS T —4

___________________________________________________________________________________________________________________________________________________________________________________________________|
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(BE)SRv6 ITHITHBER A &ILEFEDHE buiness
e OWAMP/TWAMP/STAMP + IGP

o Active Measurement
o flow EDEEEHRIMEREA ALY

e IPFIX On—Path Telemetry
o Passive Measurement & In-Band/Out-of-Band Hybrid

o On-Path Telemetry Postcard #7727’ 0—F & IOAM %57 OR3)LRE IPv6/SR-MPLS/GRE/Geneve/NSHZ)

e SRv6 Path Tracing

o Passive Measurement & In-Band
o On-Path Telemetry Passport #770—F & SRv6 [RE

— Postcard #77A—FDR7r—3E1T1& IOAM ORETARIILDEBESEEEL.
IPFIX On—Path Telemetry Z%&iR !
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Evolution of Network Telemetry Applications business

o BENEIEICMITT-HEL D EXFE

Stage 0 - Static Telemetry: T—4%Y—X LA TINERETBFITIRE SN . ARL—RELRE MLIEERE TICNWEIRE

Stage 1 - Dynamic Telemetry: 7—%Y—X 024 TENWIEIEE R 52 L7 <EIRIZHE R AT RE

Stage 2 - Interactive Telemetry: U7 JLAA L7ET4—R/\wIELEIZ, REERYNT—IRED AT EE

Stage 3 - Closed-Loop Telemetry: ABIDA XL —EHBNWIREIZTF#HLALY, Telemetry T—4DBEIRIICH TS,
FYRT—ODEE- B END

O

O

O

O

o IREDIHFHENFH ML Stage 0 and 1
o BARNDTT)r—,3 Tl Stage 2 or 3 DEFMNTETWVAENEHD
o Network Telemetry Framework TEZHESN T\ 51iTIE. CD 1= Dfirst step 12755
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CCETODFELED BERBEMOLREFRICTONT buingss
o BB IDEBE D=8, Network Telemetry Framework [CDULNTHIST !

o Securitys rybT—Y&RE L TE- FL—REERR R EI—R 7 —RIZHHG

o = NERHEIPFIX [FEARMGHHEHEZLTLS

o Network Telemetry DE&TE S IH - A RIL

o Plane #® % #8 :Management Plane - Control Plane-Data Plane
o FDHD5EE EER D F % On-Path Telemetry D938 T—2 D BB RELE

e Network Telemetry MW B g9 REHFR
o Closed-loop IZ&2BENEESN=ZERIZF (T, Step 0 M5 Step SETHERMNE S

— RIR—=TUME, xFlow FHMTD1DTH S IPFIX [ZTDULVNTHES
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business

IP Flow Information eXport (IPFIX)

I
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IP Flow Information eXport (IPFIX) Bosiness
o XYRIT—H LM IP JA—%(ITHRKR—bFBHT7OML

o M4V IDER - D D=HIZFIA

o [E#RE{EMZ IPFIX exporter, Z1{E18|% IPFIX collector &FEFR

e 7O—T7T—4(% Record &M [N B E 4 THEE 1L
o Z7A—NKEZHI(L. Information Element(IE) LI E XN B E G T b

m |[E—%: https://www.iana.org/assignments/ipfix/ipfix.xhtml

o Record [ZI& Template Record-Options Template Record:Data Record D3 &M 7F1E
m Template [EEHIM. HBU\(E Data LHICTHRKR—bEhD

o Transport [& UDP-TCP-SCTP H:&iR At ((R— &S 4739)

IPFIX message

T—5ERADNRLTF1>

IPFIX Exporter

Collector

© NTT Communications Corporation All Rights Reserved.
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IPFIX — Template Record & Data Record businass

In this example, we report the following three Flow Records:

e Template Record

Src IP addr. Dst IP addr. Next Hop addr. Packet | Octets
Number | Number

o JA—MNIA—IVLEEET B8 D Record, EARMLZIO—IFHEEE= - - - P
748 388934

e Options Template Record 02! G 0.2, 5 6534
1 2 3
o ZFMI7O—IZtkET HEMDIEHRZEIRST-6H D Template Record AT
| Set ID = 256 | Length =

B e o e T s o o T SR EE PR
e Data Record 192.0.2.12

—+—t—t—t—t ot

o ERENDT7O—IER, Template TEZINT=TA—I YN TT—FEHHN . :ZZ:SA
o E#%70—%1D0 Data Record [ZH#aT & Bl saasaass e s

+ot—t—t—t—t—t—t—t—t—t—t—+— +ot—t =ttt
S ID:2 (T | R d) Set ID (iﬁﬁ;j—é Template D -l— H=t— =t + + +5i413§5+ =t A5 =t Ap -|+
et ID: emplate Recor e b e R R e E s R e e
Template ID Iigo)wr(‘(j:zss 2 3 (ZDOHTIH256) | 192.0.2.27 |
emplate - 34567890123456789801 e e Gt e e
Ft—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—+—+-+ | oo [
B e e e e et e T e e e e e
| Set ID = 2 Length = 28 octets | | 192.0.2.2 |
ottt —t—t—t—t—t—t—t bt -ttt —t—t -ttt =ttt —t -ttt —t—t—t—+ bbb bbb +,+:;;;,;i+; b bbbt
| Template ID 256 Field Count = 5 | | 748 |
s et e e S e s S e e e et e et B et o T SR I DR e S T e [t T S +—t—t—t—t—+
10| sourcelPv4Address = 8 Field Length 4 | | 388934 |
t-t—t—t—t—t—t—t—t—t—t—t—+ B e R e e e +ot—t—t—t

- — - .

|@| destinationIPv4Address = 12 Field Length = 4 | Template [CHELNT—2%EHE#R, = 192.0.2.56 |
s T S o ot (T BRI s T S B — i e L i Sialaaira s e s s ainaiaal
DHPTEI>DI7A—% | 192.0.2.65 |

ipNextHopIPv4Address = 15 Field Length = 4 | e b=
[ e e el L e g e 120 Data Record Ti(E S B S R AR R Rt A R s

| 192.0.2.3 |
ottt —t—t =ttt =ttt ottt =ttt b=ttt bt ottt —t—t
| 5 |
B e A o B e B e ottt

| 6534 |

tot—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t -ttt -ttt -ttt =ttt =ttt

Field Length = 4 |
+—t—t—t—t—t—t—t—t—t—t—+—+
Field Length = 4 |
t—t—t—t—t—t—t—t—t—t—t—+—+

© NTT Communications Corporation All Rights Reserved. 1 9



IPFIX ZFAL = SRv6 SRH & On-path Delay ®DE1§ Bsies
o THiC2fED RFC/I-D TIREFR

o SRv6 SRH M EX#% :Export of Segment Routing over IPv6 Information in IPFIX
m https://datatracker.ietf.org/doc/rfc9487/

o On-path Delay M ER#F:Export of On-Path Delay in IPFIX

m https://datatracker.ietf.org/doc/draft-ietf-opsawg-ipfix-on-path-telemetry/

___________________________________________________________________________________________________________________________________________________________________________________________________|
© NTT Communications Corporation All Rights Reserved.

20


https://datatracker.ietf.org/doc/rfc9487/
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docomo

Export of Segment Routing over IPv6 Information in IPFIX business
e SRv6 N7A—%KS51-6, FTRR1TED [E ZEH

o srhFlagsIPv6 : SRH @ Flags 74— JLK

o %] 1 2 3

o srhTaglPv6:SRH O Tag 74—JLF 0123456789061234567890123456789°80T1
. B e T T e e e O T e S et S S e e At ot 3

o srhSegmentIPv6 : SID (ipv6address) | Next Header | Hdr Ext Len | Routing Type | Segments Left |
: . : B e S T T o Tl S S S R S SR A

o srhActiveSegmentlPv6 : Active Segment | ity | Flags | Tag |
o srhSegmentlPv6BasicList : Segment List (basicList) T‘+‘+‘+‘+‘+'+‘+‘+'+‘+'+‘+‘+'+‘+‘+‘+-+“+-+-+-+-+—+-+-+-+-+-+“+‘+‘T
o srhSegmentIPv6ListSection : Segment List (octetArray) | Segment List[@] (128-bit IPv6 address) |

o srhSegmentsIPv6Left : SRH (D Segment Left I I

B s S S e s T T S e Tl r T S S Ay

o srhlPv6Section : SRH 21K (octetArray) | |
o srhlPv6ActiveSegmentType : Active Segment DFE A= | |
o srhSegmentlPv6LocatorLength :Locator & | |

. | |
o srhSegmentlPv6EndpointBehavior : SID /33" behavior D&ES S S S S S S S

|
— |
o BE IPFIX DT —4H[ZDI\T |

O basicList: ILT—42E® IE #EHFELHH-ODT—4%E, /1 11

|
Segment List[n] (128-bit IPv6 address) |
|
|

7 Optional Type Length Value objects (variable) i
= b // 1/
T_gli*ﬁjﬁ“:éh—CL\é e T et S B o T e et S T S

O octetArray: /NI ZEBIANT H1=ODT—HE, $% :SRH format (RFC 8754)

F—RIENAFFINZFDEEEMEND
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Export of On—Path Delay in IPFIX Bosinass

o IPFIX GiBEE (On—Path delay) #E#39 371-6H®D I-D
o In-situ OAM (IOAM) THRBL-EEIFIRE . #3FDtimestamp DEMN S, EHNLD BIEEILEEETE
o ZDh®D IPFIX DFEHETIC. —EDQTO—ZHE. TNTHDEEDEN L. REEDEBELZIHE
m SRv6 DIFAIE., kD RFC 9487 M IE L#AH &+ . SRV6 Policy ZENEBEZRBT S EHATEE

% IPFIX collector (nfacct)

c&f )
IPFIX IPFIX IPFIX
(SRv6 & on-path delay Ext.) (SRv6 & on-path delay Ext.) (SRv6 & on-path delay Ext.)
= = = =
. a < <]
SRv6 Packet with
IOAM Timestamp
-1 feellellelalael 00 LI 000 MY
R1 (VPP) R2 (Linux Router) R3 (Linux Router) R4 (Linux Router)
with Fluvia Exporter with Fluvia Exporter with Fluvia Exporter

On-Path Telemetry Domain / SRv6 Domain

© NTT Communications Corporation All Rights Reserved. 22



docomo
business

H YE IPFIX exporter: Fluvia Exporter

A
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5 BYED IPFIX exporter HUNHE ? business
o FIREDTATTADRZELEH G

o NTT Com ® R&D #fEL T, AERRAFEZEDL-HDY—IILELTHIA

o BIRIE LI BHIEELBDRITH-D THE. BRI COREREABFELAL - EELES

m https://datatracker.ietf.org/doc/draft-ietf-opsawg-ipfix-srv6-srh/06/

m hitps://datatracker.ietf.org/doc/draft-ietf-opsawa-ipfix-on-path-telemetry/00/

o PoC ZBEL TEEZMEN ., BIAMBICLREShILEMEF
o B IPFIX exporter B{KIFH R TOXREHLZFACERABETOMARXEEE T . H<{EPC ELTHA
RSB HEROL LT EE B

s PEREBRO E OHEELE

© NTT Communications Corporation All Rights Reserved.
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docomo

FIUVia Exporter business
e Linux 7&& eBPF/XDP IRIETCHI{ET S IPFIX exporter + Go M IPFIX Library
o OSS 2AFFA MIT)

m https://github.com/nttcom/fluvia

o THE2fEM RFC/I-D IZH} s, SRv6 & on—path delay DEN{FHATBE
o Export of Segment Routing over IPv6 IPFIX (https://datatracker.ietf.org/doc/rfc9487/)

o Export of On-Path Delay in IPFIX (https://datatracker.ietf.org/doc/draft-ietf-opsawg-ipfix-on-path-telemetry/)

c
XeBPF <

© NTT Communications Corporation All Rights Reserved. 25



https://github.com/nttcom/fluvia
https://datatracker.ietf.org/doc/rfc9487/
https://datatracker.ietf.org/doc/draft-ietf-opsawg-ipfix-on-path-telemetry/

T—XTOF v (BE)

e capturer-meter=exporter M3DDAVR—RUMIKBDI VT IVETHSLY
o WEBLI=/N\YrE#HETLEL.IPFIX f2X T export $5/81 51

docomo
business

= IPFIX Collector

r : h
E IPFIX packet format
Packet IC P> capturer [——P»| meter |——P> exporter —P{ NIC
o IRURF—8 o BIHGEShI=F—8 o IPFIX template
i o IPFIX data
@ HeBPF i =GO
\. 5 o

53 Fluvia Exporter

© NTT Communications Corporation All Rights Reserved.
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T—XTOFv (BEHl)
e eBPF/XDP ZFIFALT=/\ryrRGL. GolZ kSR NE & /vy EH

o capturer &%:% eBPF 704 5 AL C TERE, MIFLIz/ 7 yb%eBPF map [CEEAH
o meter, exporter &> User land £81& Go THEZ, goroutine (kBT ILF AL vk{b&channel TOT—4HH

Kernel land @ ﬁegpp

Packet

s
CLI fluvia command
* goroutine DEEE) *
IPFIX
meter.go === exporter.go |« Lib I
IPFIX _rary
X . . ﬁ%‘l‘&&ﬂéhf: packet format
1T =3 OB T—aD%IE
IPFIX message D THARHR—+
User land _TGO (template, data)

~

docomo
business

> IPFIX Collector

NIC XDP _ eBPF NIC
entrypoint (capturer.c)
IPFS2490 DB Ry T—20ORE
\_ Driver )

53 Fluvia Exporter

© NTT Communications Corporation All Rights Reserved.
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2% - WireShark Dissector docomo

o HIBMOBRIL OIS a—T12T DERICIE, /Ny EiERTHELTRM
o Dissector EFEIEN D/ DB EDEEELEL . GUI N ioFERAHEIC

m https://qitlab.com/wireshark/wireshark/-/merge requests/11138/diffs

Cisco NetFlow/IPFIX
Version: 10
Length: 168
> Timestamp: Nov 2, 2023 19:21:36.000000000 JST
FlowSequence: 1
Observation Domain Id: 61166
> Set 1 [id=2] (Data Template): 256
v Set 2 [id=256] (1 flows)
FlowSet Id: (Data) (256)
FlowSet Length: 104

v Flow 1
Packets: 3
Segment Routing Header Active Segment: fd00:0:0:1002:3::
Segment Routing Header IPv6 Segments Left: 0x02
Segment Routing Header IPv6 Flags: 0x00
Segment Routing Header IPv6 Tag: 0x0000
Segment Routing Header IPv6 Segment Basic List: 0401ee0010Td000000000010020003000000000000Td0000000000100...
Path Delay Mean Delta Microseconds: 0x0002f730
Path Delay Min Delta Microseconds: 0x0002f6f8
Path Delay Max Delta Microseconds: 0x0002f74d
Path Delay Sum Delta Microseconds: 0x0008e592

___________________________________________________________________________________________________________________________________________________________________________________________________|
© NTT Communications Corporation All Rights Reserved. 28


https://gitlab.com/wireshark/wireshark/-/merge_requests/11138/diffs

% :WireShark Dissector DIW=7H docomo
o Gitlab IZH ALK YARIKM)%E fork L. epan/dissectors/ RIZiBINSELEE

o 2% https://qitlab.com/udon-yuya/wireshark/-/compare/master...feature %2Fipfix-on-path-delay-dissector?from_project id=7898047

o Y—RO—FKhBEIKRLFIA
o $ cd wireshark
$ mkdir build && cd build
$ cmake -DQt5_DIR=$(brew --prefix qt5)/lib/cmake/Qt5 ..
$ make

o

o

o

o

$ mv run/Wireshark.app /Applications/

© NTT Communications Corporation All Rights Reserved. 29


https://gitlab.com/udon-yuya/wireshark/-/compare/master...feature%2Fipfix-on-path-delay-dissector?from_project_id=7898047

— docomo
F;ﬁ% ‘ho L\—C business
e IETF 116/117/118 @ Hackathon [ZTBH%E
@) %%@%ﬁ ﬁ*—l— :https://github.com/IETF-Hackathon/ietf118-project-presentations/blob/main/ietf118-hackathon-on-path-telemetry.pdf
o (&%)IETF Hackathon Wiki: https://wiki.ietf.org/en/meeting/118/hackathon

o |-D DEBLEHERL. RROOBSLGEEM— LR ERRIIZER
. EERRO 1D [F IANAHLARET ThoTfz8. BRLTEERHDILEHY

e Fluvia Exporter:
o COMPLETED: Decode the IOAM timestamp with eBPF/XDP
= RFC9197
o COMPLETED: Export the on-path delay & SRv6 SRH information with IPFIX

m  draft-ietf-opsawg-ipfix-on-path-telemetry-04
m Interoperability test was succeeded with nfacct and following Wireshark dissector

o Wireshark:
o COMPLETED: IPFIX IEs for on-path telemetry
m  draft-ietf-opsawg-ipfix-on-path-telemetry-04

o TODO: IOAM timestamp format
m  RFC 9197, draft-ahuang-ippm-dex-timestamp-ext
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o RELETATT7NDERBEZEHIEL. Fluvia Exporter Z{ERE
o MRELYELELE -ILEDLOTIEER

o SEMBMTHS SRv6 HDT—AUE - BEAN)YIDZFZERDI=8H. 220 I-D T3t

o Export of Segment Routing over IPv6 IPFIX
o Export of On-Path Delay in IPFIX
o IETF Hackathon T.I-D OEELEHEELY DDORE

e NTT Com AXURIK) &Y 0SS AR
o https://github.com/nttcom/fluvia

A
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https://github.com/nttcom/fluvia

BE - T—HIMBO LTS5 gocomo

o ELIRMZRHEIIMD Export LI=T—42I, BHEBIEYIZ/NATSAVNEBEZTIDENRH S

e TERI& Pub/Sub 7—FTOF v TT—RDARILEITIHI
o export &fut= IPFIX M2 FEY :nfacct
o Brokerl2&kd R —3ZE) 71D ML Kafka
o BRI DB Ay aR—FRIZ&SHA[FR1E TIG stack (Telegraf/InfluxDB/Grafana)

T—EDORITT Pub/Sub W& E{t T—ADZTERY EF A BIEFTRIED/ 1 TS51Y)
Publisher Subscriber
(Producer) LD (Consumer)
Fluvia §€ & L
uvia
Exporter Telegraf IanuxDB Grafana
BN RIMES IPFIX Collector Message Queue Collector Time Series Visualization
Database Dashboard
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o BEAN)YHZRAV-EREHEDRER

o TED RIZAUA—TJz—AMNEDIEHREL TEHIAA GoBGP D APl ZFIFALI-EHREHKE)

o REHEFTOULEREDEE

o /NyhDNEMEREDRE
o  Fluvia Exporter £ PoC THYEFATHED TIEELA, HREZEHAIL THE S0
B SEOEZETIE eBPF OANEZIZ Linux Kernel M network stack [Z/3vhEEL TS0 . FCTERERT S

o HUT)VIJHRDOHAE
o —HRIC, RISHIMRIZEIRDOMEREICIKTE
o Fluvia Exporter Tl&.eBPF BADNIEHEE® eBPF map ~DEZTAANEELLGLHETFHE
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o & FE Network Telemetry Bifff D F| R WPIL B BEE B

o Network Telemetry M1 —R7—X EifEf=- NEEH
o Plane #DEBEOFEMOARIL. BEMEICRITI-EDH A DEE

e NTT Com MD7ERIZEL. IPFIX DFIAHZEREN
o SRv6 i TEMLILVI—XHS—X
o B4k IPFIX Exporter Té& % Fluvia exporter [ZDULVT
o T—RAEFRADI=HDINATIADEBN

o SREIT—HVERSICHYIEA. SREEDOMEER LZREY
o TE #8ELDEEIZLST7O0—DQoS M L
o Network Telemetry Step 3 D E17
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