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« CVSSv4 (Common Vulnerability Scoring System)

- EPSS (The Exploit Prediction Scoring System)

- KEV Catalog (Known Exploited Vulnerability Catalog)
- SBOM (Software Bill-Of Material)
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EPSS&(S
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EPSS Comparison by Coverage

By matching the coverage across three different prioritization scores, we
can compare the savings in effort and efficiency of of that effort.

CVSSv3 EPSSv1 EPSS v2
Threshold: 8.8+ Threshold: 0.066+ Threshold: 0.149+
Effort: 253/1000 Effort: 93/1000 Effort: 47/1000
Coverage: 50.7% Coverage: 51.2% Coverage: 50.9%
Efficiency: 5.0% Efficiency: 12.9% Efficiency: 42.5%

All CVEs Remediated Exploited

HE:
https://www.first.org/epss/model
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« FREBIVYRY = Magst x BREX x BEEITHD. MedatEBRUIICVSSIPEPSSTRIATETIN, Bk
(EZ AT ANENMM TOVBIRIBICIKFLET .

Loss Scenario: From the Primary Stakeholder’s Perspective

Breach, Th t That
Impalr Observable has ;
Loss Event

EPSS specifically helps me e threats... it does not measure anything else
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0 | | I . 10%
EPSS Probability https://www.first.org/epss/articles/prob_percentile bins ™ ** ** e
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FUTURE
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« TARBBE
>https://www.first.org/epss/api Z=BUE9
« APIT. HAfEIA°CVE-ID T4 AL TCEBULE T

e https://api.first.org/data/vl1/epss?cve=CVE-2022-27225

e https://api.first.org/data/vl/epss?cve=CVE-2022-424755scope=time-series
e https://api.first.org/data/vl/epss?order=!epss

« BAIOHLDHIOT —INELWIEEF. B ZIEELTEOHDEEPSST —5ZAUELFT

* https://epss.cyentia.com/epss scores-YYYY-MM-DD.csv.gz Co
o INZT—AIR-ZLITDINENDDN . BAHTEHERVERBDONS stetus-coders 200,
* EPSSICHIGUAESI M EEE R MmEESONRVERHNEY josesss Tl

“offset™: 0,

“limit™: 100,

“data”: [

{

“oye”: TOVE-2022-424757,
“epss”: “0.4391500007,
“percentile”: “0.9833300007,
“date™: "20Z3-11-127
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 CISAHARULTWS., EFRICERNMEREINIAEDY IE(DUZI\'C?

« CISA : Cybersecurity & Infrastructure Security Agency ructune () amemicas cvaer Derens
« SSVCREDREFTEEIEIL—ALAT—-IT. MEFEIEOERAT— ’JZCbT{EﬁHéﬂéLtD‘*EEéﬂTL\%

« KEICBVTIE IATOEB RITHAAFHERE TR D OHHERIES(BOD)22-
01/[CEDE, FRERARIAICKEY Catalog(CSR &SN Mess it (It T 2N EBHHNE
CP
« 2021 FLDFIICEIZ TENECVE-IDZRDOMESE (&, 6N B IARICITIET D

« TOAMINTOMESSE(E. 2BRLAARTTIET S

» CISALUTIETHESSMEEIRETEO—EPEL T KEV h404 DRSS HEICE B(Lsdurat
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KEV Catalog(2/3)
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httDS'//WWW cisa.gov/known-exploited-vulnerabilities-catalog (CL.J—R

MENENET

. ”Due Data” (35D, Xi5E TIEdH (20EfEor6hMH) TI,

 “Known to be used in

Ransomware Campaigns”

(X, 5/*3‘A'717:\'—17>/\°—>'C‘

MAHESNEZS

In

* ﬁZIKEI’](L_(Et n

SN

_ h“ﬁﬁﬁ?&éﬂfc

8. WA THTAUL

3/\350)&(%&90)73 Bl

Z2F9,

Vendor/Project

CVE-2023 ) Service Location
IETF

29552 Protocol (SLF)

Action Apply mitigations per vendor instructions or disa

connected to the Internet.

Service Location

Protocol (SLP) Denial-

ble SLP service or port 427,

Known to be Used
in Ransomware
Campaigns

Short

Description

The Service
Location Protocol
(SLP) contains a
denial-of-service
(DoS) vulnerability
that could allow an
unauthenticated,
remote attacker to 2023-11-29 Unknown
register services and
use spoofed UDP
traffic to conduct a
denial-of-service
(DoS) attack with a
significant

amplification factor.

/UDP on all systems running on untrusted networks, including those directly

Notes https://blogs.vmware.com/security/2023/04/vmware-response-to-cve-2023-29552-reflective-denial-of-service-dos-amplification-vulnerability-in-slp.html,

https://www.suse.com/support/kb/doc/?id=000021051, https://s

events/alerts/2023/04/25/abuse-service-location-protocol-may-lead-dos-attacks
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« EARB(C(X. KEV CataloglCEExkSNIZED(E, BEREEOIISUREIHARVEEZS
nxd,

« HARTESBIDH DTS TIERVA, 222X TN/ ERRITED TN REZBITTHIIANS. &
COFIRRAICIRDEZE ZF T,
o« MIgEFEFZBINTORVA. [COURAMIIIHUTHEFE, MBIEDOSRLTENIENS
DIFTERNTT,
« IRDTEPSSEEkIC. CVSS Base ScoretENETHIMizITOEAELTIONRVWERDONET .

N)77—D
EPSS
cvss o
Ransomware
KEV Catalog ﬁ%
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BHEEIBBLIZLULTOIOERZEEZZET,
« CVSSv4 (Common Vulnerability Scoring System)

« ERMBRZITY THIA

- FARIBERBENVironmentalzB D TRRIDZET. UAVHIMMEEN @ LT3
« EPSS (The Exploit Predicition Scoring System)

- REsS1EDERE HIrr T FIA

- {BU. MESEEDZBRORETHD. BRVBIRNONIEESSZETL. CVSSOADY (CHLAFRRL
- KEV Catalog (Known Exploited Vulnerability Catalog)

« BICERANEN TSRS = BRIZIEX R, EZ X THINZIRET I 2844

- Ransomware CampaignsIBE(Z. MessEEENRICLOTIIBER
- SBOM (Software Bill-Of Material)

« EDOIIRYVINITTOSATIVREMENDN TV N Z, FEHTEEEHITHED

« FCREFRON, SEMIEHTEDLICLTUVKEN DD

« ECETZEEFTERICTIN Z25h5iEmL LK EN DD
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SBOM(Software Bill of Material)(1/) . FUTURE

« what is SBOM
« VINII7IDR—R2 MOENSDOKIFRERZE — &b, VINII7EImEREMF(ENZEIRFETI,
« JA—-YYNE. SPDX, SWID. CycloneDXREEENMFIELTVET,
« IBNEZRELT. R INEREERINTLET,
« SBOMZHH193YVINIITHET., B/ NERZRFEDIA Y MBU THENTERLIIEEETENTVETD,

« EAROFRALL T BREZESOI AN\ —-J1Zh)L - CF VT HERICEIITEY I NI 7 EEFE
FIRFTIRI IA— ADIRET DT EE INRLFEF TS,

NBBISWGILBIBYA /N~ T4 THNEFIUFTARRIL—AD—2 (CPSF) DRE{L &
F=VBITFICH IR

B/IMBRREZR (Minimum Elements)

MEREIDR—FNBITIN-RS1 B EAL !
F—=HI4=ILR e R A D7) (S 72 AN D e S VAN N 071 = O 9311 e
17 EI%R. SBOMT—AIDIVERRE . J1LRF>T

BEIEMRCEEEOYR-b

BEMENDIIIE HETERIE. J—<w L TSPDX, SWIDS4, CycloneDX
SBOMMDYUITI AN &R /ERREDTES :
. - R “ . BT 500X SAE . PEEOERS. IKFREEFROERIMDEAR. | Befa/BeE. 77 AHE, BhE
BRI AN— - T DA - X2 ) TAHRICATT-V T bz 7EEFIE VDS
FERFAFIRY 7+ —RADRETDAME
https://www.meti.go.jp/shingikai/mono_info service/sangyo cyber/wg s HE:The Minimum Elements For Software Bill of Materials(SBOM)
eido/wg bunyaodan/software/pdf/006 03 00.pdf https://www.ntia.doc.gov/files/ntia/publications/sbom_minimum_elements report.pdf
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SBOM(2/)  ruture

AHIZTHARINE(S, M BER R TIEERL, ERANREHRREEZTT,

F=m (Negative)

« SBOM(F, HTSA/FI1—0F VTR THMEZ B 1D TI M, SBOMMAHNIETH T4
FI—>2%FND. ELODEDTIERLTT,

- —EfT. BRNEFERORRNMEZIISNET, [EDFMZJTEUS I 20N I W HRERDERFHIEST S
O ITEDIITTERT 20N |FLHERAIT/ROTLVKENHD ., ZNESHEfEEIN TLRIINIESBOM
(FFFOTVWTHMIERRNTT,

« ECETZSBOMDKFRERICEDHDDON ., EAEEHE(FECETETIDN DiERNESNT
WEE A
« IR, DT R—EXATHNIEEEEB L HBOEED R ELGERAICRDET,
« SBOMICEAUT(E. ECETSBOMZIEIN T DMLV mhGETRSN TOEE A,
« L—=ADSBOMIL, I—TEITHETULLOIN ? IL—HDopenssID/N 23>z 1 - HEIBETEEIN ?
- SBOMBATHESS N IEMECHFE TEBANIITIERVTT,
« SLEENTUVWBCPEX purlREZREETIET —AIN-RAEZEEDETHFELE I . CPE(IFBEMENTT,
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SBOM(3/)

F=m (negative)

e EELTOREN, RS TEEFO>TLEE A

« KETIIRFEIEDIBREZZIENISTHAAAFI > ZAELTHUTWET , CNILEFSIATHERE 25T =
Bh VOB TERZIED TVWBREZRUTVWET,

« SHUTHAT(E, FBEEELRBENEDBHZEDH TOFIN. LELOLIBRIS —THEDHTUVDL
T3, EEEEFRBOFIEDRC BEEUTEIEDINESHNRIEL B TVEE A

- FER. EEDRADERZEINTHS T SBOMEFESHDSBOMDEE(CHRITETVBLIICRZ B,
o "IOAVPHBTSAFI—2 FRIEITHIEL TORNEHNZL
« KEETHNITHT A FI—>2ATHRISRIEERN, IRIRFESTIIRVENZL,

FUTURE

FE2m (positive)
o MR- MMEFETETERISCRD., 12327 MRIGHEICR D,

« “logaiEfEITUVBI ? "BEEBRBIEN TEBLSITHD, YT5AF1— >R TSBOMDEIRNTES
ESANETEBHESTURL, MBEMCEEEN TSIV K-S NREEDHS.
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» TA—RYNERETNEIEREN B3 TROT, HERRCKTFRIUECTIRBEITY.
+ SBOMEAIEHZEE D TR TEIDNENDD.
+ Q : [Ciscon'SBOMAIRAET B TOET A, HEIRLICENETIN ? |

- [ADHICSBOMZE AT DDON2E X, BLOE(TEH /Mt (RN AF)OEEEEHZTINDD T,
SBOMZEUS/EIR I 3EHZE ZDMNENDDET , A THEELELDIFELE, EFRTEMATYS
RINEEWTROETEH. (FERDFET,

SBOMICEAL T, [RWTANSILDE, [(AIDHICECFTSBOMTIREITIN 1 ZE X,
[BEEDFR2ADD] (SBOMZEIRIIEHEZTRDD) ENMRRIR TEREZZFT,

Copyright © 2023 by Future Corporation -27 - [TLP:GREEN]



FUTURE

4. KECMIFT

Copyright © 2023 by Future Corporation

[TLP:GREEN]



FUTURE

SBOMYCVSS v4FDREIIEX G TEZZIBEDEE TEHUI,

U U hSINS%ZS
sk UTTABAR (CTE DO TW\BTIE® . a5 oY — )L 0T

iia_o

- NJ7—=Thn(E, SSVC (Stakeholder-Specific Vulnerability
Categorization) RESEENTE, BEITHISHIFINDDIZETEET .

X, BRANGE

FREMRTIITBIET., AT LG
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« CVSS v4

- MESSIEIBER CVANEHENRSHTHS. IERFIRALELELD

« Environmental Metricst®®—&BDSupplemental Metrics(3. FelCRARTEWCANEEEDITT
« EPSS

« EARBIC(E, MESFEERY IS T 207G ANRVEBNET

« £IEVZ. APITEIBICVE-IDZU(CT—AZERDHU. N7 =S T{EI>THBIELLNBULNERA
« KEV Catalog

- BEABIC(E, BEESNIBDEXICBELE BN EEREEDNFT

- ransomwarel BEEIIIER (L. V317> bOMRISIEEIRDBRCEIBREEDNETT
« SBOM

« ZEFRDENCABTRINE, ZELEVEERNONET

« UNURNS., ez TH{TET. MEFEIEXTICRETZILEET

« FI(E. BRE/ECFTTSBOMZFSDONVZIRETL . BEEFBEZRODIDNEELBNONET
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