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HIPV6 only COERGIE
¢ DNS64+NAT64 TDERE

LIPVERY ND—OHIE(3) S8G,

{ DNS64/NAT64

IPv4 server

,"'\,\

IPv6 access
connectivity

iOS Developer Library / Networkng Overview
Figure 10- 2 A cellular network that deploys an IPv6 network with DNS64 and NAT64
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BPrivacy Extension

547> NMCEID S TENDIPVEY” LA,

TUGAbItHNERAR (CS > A ACEFISN., T1—

HOBENHUWLDICERBSNCLND (RRD
FOFAESNTLBIHE. {ERIFEE)

WIPVERY D —DHRER(4)

128bits

Subnet prefix Interface ID

64 < 64 > Bits

=> DNSO#HF|IZHREINRETHY. BAFTELLY,
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r \Privacy Extensiond3f) SISAU)

O ® 1. bash

17:24:11 kunitake@stardust $ ifconfig en@

end: flags=8963<UP,BROADCAST, SMART ,RUNNING , PROMISC, SIMPLEX,MULTICAST> mtu 1500
ether 00:00:5e:00:53:0f
1net6 fe80::200:5eff:fed:530f%en@ prefixlen 64 scopeid 0x4
inet6 2001:dc2:cafe:2:200:5eff:fe@d:530f prefixlen 64 autoconf

inet6 2001:dc2:cafe:2:d993:6ace:f62d:4fa4 prefixlen 64 autoconf temporary
inet 169.254.34.205 netmask Oxffff@00@ broadcast 169.254.255.255

nd6 options=1<PERFORMNUD>
media: autoselect
status: active

17:24:37 kunitake@startdust $ |

Modified EUI-64 EFE[ENAMACTZRLABAFEDOTZRLREITRI
[Z temporary EDWV =508 LERMESNT=FRLRHMFATULVS,
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. =
— IPwé —_—

P |Pyés Hast Client D IPwé Host
Client "' = J—i - B _
S ===, | IP 4 e— 5

= o o =

MNAT &4 Pvd Host | Client IPwé headers IPvd Host NAT 44/444  |pya Host
(a) T-Mobile (b) Verizon (c) AT&T and Sprint

Figure 1: IPv6 infrastructure deployment in different cellular carriers in the US.

« T Mobileld. IPvextIGEaEKIZE (FRIPva7 X IZEALTIE
464XLATZZEIR , EARMIZ IPv6 only

e Verizon |[&. LTERR YT —2TIPvoX it s>k (X Dualstack
BN, IPvort G IR ICH (T 5IPva7 /R IZBHL TIL DS-
Lite Th2 AR5 (#IXIPV6)

* AT&T and Sprint (&, DualStack(IPv4(ZNAT44/444)

KBl “A Case for Faster Mobile Web in Cellular IPv6 Networks” &Y 5| FH
https:/www.akamai.com/us/en/multimedia/documents/technical-publication/a-case-for-faster-mobile-web-in-cellular-ipv6-networks.pdf
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WWW IN A 192.0.2.1
IN AAAA 2001 :db8::80
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(MOFQDN® A R RE1TD
IPv4 transport / IPv6 transport CHESELTHEKLY)
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®)IPv6TH

£33

@IPv6 T
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—

DualStack/—F AAAA/AZFFDOHY 1k

14



r Sor RYIZAS
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e IPv6 00—/ UL T KL 2% B CHRIF LIz & DmiE
= (WHhDZBT L WRIEE)

TCP RSTZ AN SIRT & T, & ZIME

Ff/’;‘l—*vh (IPV6)
IPveH AR  — ~

IPvﬁﬂﬁﬁ{ﬁ

IPv —'f«f »
( A2 32—y (1IPv4)
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Y SER

BTCPDI A LT MRS, - D&
PREL
Happy Eyeballs(C &2 T S OHEIT DI IEHED

BHappy Eyeballs
=S, IPv4/IPveOm S CiEfizHE L. 5t
([CEARMBRINUTE A CTBREZITD. CHNUCLKD,
TCPDI A LTI R ZFIRD K DREBRTDRE
et/ ME (% 1)

MNEYBRESNTE=H, Happy EyeballsiE771)
[C&AXAIEDT-8 ., REEZITSH. ZITHEWDIEREKRF

(*1)iOS9&EI Capitan Tl IPv4{ll[Z25msec D B )75 delay

16
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r \Happy Eyeballs (RFC6555) (1)

DNS Server Client Server

| | |

1. |<-—-www.example.com A?-—-——- | |
2. |<-—www.example.com AAAA?——| |
3. |---192.0.2.1--——————————- > | |
4, |---2001:db8::1-——————-—-——- > | |
oL | | |
6. | |==TCP SYN, IPvo===>X |
7. | |==TCP SYN, IPv6===>X |
8. | |==TCP SYN, IPv6===>X |
9. | | |
10. | | --TCP SYN, IPv4--———-- > |
11. | | <-TCP SYN+ACK, IPv4-——-|
12. | | --TCP ACK, IPv4--———-- > |

Figure 1: Existing Behavior Message Flow
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r \Happy Eyeballs (RFC6555) (2)

DNS Server Client Server

| | |

1. |<-—-www.example.com A?-—-——- | |
2. |<-—www.example.com AAAA?——| |
3. |---192.0.2.1--———————————- > | |
4, |---2001:db8::1-—————=-—-——- > | |
o. | | |
6. | |==TCP SYN, IPvo===>X |
7. | | --TCP SYN, IPv4--———-- > |
8. | | <-TCP SYN+ACK, IPv4-——-|
9. | | --TCP ACK, IPv4-——-—-———- > |
10. | |==TCP SYN, IPvé6===>X |

Figure 2: Happy Eyeballs Flow 1, IPv6 Broken
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r \Happy Eyeballs (RFC6555) (3)

DNS Server Client Server

| | |

1. |<-—-www.example.com A?-—-——- | |
2. |<-—www.example.com AAAA?——| |
3. |---192.0.2.1--———————————- > | |
4, |---2001:db8::1-—————=-—-——- > | |
oL | | |
6. | |==TCP SYN, IPv6=======>|
7. | | --TCP SYN, IPv4--———-- > |
8. | | <=TCP SYN+ACK, IPvo====
9. | | <-TCP SYN+ACK, IPv4-——-|
10. | |==TCP ACK, IPv6=======>|
11. | | --TCP ACK, IPv4--———-- > |
12. | | --TCP RST, IPvd--———-- > |

Figure 3: Happy Eyeballs Flow 2, IPv6 Working

(*1D10S9 and EI Capitan has intentional 25msec delay to 1Pv4.
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Y SER

BQUIC TEDIRD?

®QUIC(E., UDPX—XK

@TCP RST TOREFEIIART], UDPX—XDF7 TV
[CH. Happy Eyeballs HHEHDEZFEMNMIFHAC
IxBdEBHOHND,

¢ Squid 2 &, QUICISXIE L TULYRLY Proxy
H—)\C(3. 80(UDP), 443(UDP) 58D/ \ v
NHOV3E/Z=5. iptables 72 & T port-unreach %z
RIZEMN ) TI\NDELUTERITESN TS (*1)

(*1) Block QUIC protocol
http://wiki.squid-cache.org/KnowledgeBase/Block%20QUIC%20protocol
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B IPsec (IEER{/ CEIDLEF177(C |

IPsec DRE(IA T aL TlIEL, MO TRHBAIZELTUV=AS
B BRIFIPv4ERI LKA T a2 ki E%i>T=(RFC 6434)
Fi-. BEENDBETH-I-LETH, FIANRETH = &lIis
LY,

RFC 6434 (IPv6 Node Requirements)

IPV6 L < H D3R 680,

5GInnovations

Previously, IPv6 mandated implementation of IPsec and recommended the
key management approach of IKE. This document updates that

recommendation by making support of the IPsec Architecture [RFC4301]
a SHOULD for all IPv6 nodes.
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B IPV6 (FIREHN DRV STZE

T TIZ IPv6 IR EZ—S ML= EITHATh TS,
IPV4TCRIBETHHT-E L. T D ZLIXIPV6THAEE,

\IPV6 Kk < dpBERfE (Cont)

HZERICESEVVDIERLHYET I, IPv4 ERILKSIZSFSHC
ELA[RE, BEIZBRN B EEELVD)

(*1) RFC 4942 Increased End-to-End Transparency
https://tools.ietf.org/html/rfc4942#section-2.3
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B iOSTI(& IPVOXTILWAZE |

véonly YT —% (DNS64+NAT64)M D> THEDL A LED
ETHEMRDOENDKSTHELT=DITEKEH,

=12, IPVOIBREDNR WM ABIZHS =D T TIIEWN (T T <>
H—/\NBENHHLSIGETT)T, —/\EIDIPV6H s
[IROHSNTLVELY,
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HIPV6 only COERHGEEINDDH D,
eDNS64+NAT64 TODER (# : iI0SODT7 T UE

% 1) 5

LIPVERY ND—OHIE(3) S8G,

5GInnovations

{ DNS64/NAT64

IPv4 server

,"'\,\

IPv6 access
connectivity

iOS Developer Library / Networkng Overview
Figure 10- 2 A cellular network that deploys an IPv6 network with DNS64 and NAT64
KYSIH

% 1http://goo.gl/0USFlz

IPv6 server
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B IPVE/RA CTEAMITD TIRWLL,. EDNT
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OLEEROGEWNVBERTT S, LRI H—ERDERIT
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4

IPvé Capable Rate by country (%)

“http://stats.Jabs.apnic.net/ipv6/ 7day average(09/11/2016-15/11/2016) 27
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r ~Google’s IPv6 Penetration for contries
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r \Belgium

Belgium

SeQ,
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IPvE Deployment: 58.58% (Prefixes : 38.63% | Transit AS : 80.39% | Content : 57.37% | Users : 45.9%)

Relative Index: 10 out of 10

| 4 =4 Trappistes|
| @T M Rochefort

I TI{ PIST L. siere @ BIRRA 4
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v Iraffic volumes at AMS-IX

Bits per second
w

1.

08 12 16 20 00 04 08 12 16 20 00 04
B Input M OQutput
Peak In 4,616 Th/s Peak Out 4,616 Thi/s
Average In 3.115 Thf/s Average Out : 3.115 Th/s
Current In : 2.289 Th/s Current Out : 2,289 Th/s
Copyright (c) 2016 AMS-IX B.¥. [updated: 14-0ct-2016 07:41:38 +8200]
Total IPvE Traffic - daily

traffic in bps

| 1

Cur
Avg
Ma x
Min

Copyright

a0

To

[=1=]

50

an

30

20

n

36,
48,
78.
22,

o

(=

Ghps
Ghps
Ghps
Ghps

2016 AMS-IX B.V.

Updated:

1l4-0Oct-2016 0O7:40:01 +0Z00

SeQ,
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Aggregated traffic
over 4.616Tbhps

IPv6 traffic
over 78.6Gbps

78.6 = (4.616 x 1000) x 100 =1.7%
IPv6-based traffic is 1.7% at peak.
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r CEADE) AILF T U3

B NTT DOCOMO
B au by KDDI
B Softbank

ENAIIZHE T BIPvODTFERRELEFEIZH T T ~BHEE
IPvoAREZE L T~
In JANOG38 Meeting Day 2

IPv6 Summit in Tokyo 2016
MEFHX v U 7ZICHE T HIPvord I S FT KN ]
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r vThe top-4 US mobile networks

71.5%
53.3%
fﬁﬂ% "I '
bl 7 5% «dk et |

AT&T Wireless Sprint Wireless T-Mobile USA Verizon Wireless

Percent of Requests over IPvEB to dual-stack sites on Akamai from June 2013 to May 2016

As of 10t Aug, 2016: IPv6 requests by devices: 70% Android; 30% iPhone

https://blogs.akamai.com/2016/06/preparing-for-ipv6-only-mobile-networks-why-and-how.html
http://www.slideshare.net/apnic/akamai-ipv6-measurement
http://lwww.theregister.co.uk/2016/08/22/ipv6_tipping_point/
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r vThe top-4 US mobile networks

News Bytes

IPV6 tipping point

22 Aug 2016 at 19:54, Kieren McCarthy o O (£ ink

IPv6 has hit a major tipping point: it now accounts fof more than 50 per cent of the traffic @arried by US

mobile networks.

That's according to the Internet Society's Mat Ford, who has been tracking the figures for the past year.
Looking at the AS routing numbers for the four big mobile companies in the United States — AT&T, Sprint,
T-Mobile and Verizon — there has been a solid increase in the amount of IPv6 traffic, hitting the 50 per
cent mark last month and continuing to increase.

And IPv6 use is still accelerating. This is good news for engineers, who have been desperately trying to
encourage take-up of the standard (which is incompatible with IPv4) for a decade. ®

https://blogs.akamai.com/2016/06/preparing-for-ipv6-only-mobile-networks-why-and-how.html
http://www.slideshare.net/apnic/akamai-ipv6-measurement
http://lwww.theregister.co.uk/2016/08/22/ipv6_tipping_point/
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B IPv6 ready

® Google / youtube.com
@ Facebook

@ Yahoo!(.com)

¢ Wikipedia

¢ Netflix

¢ LinkedIn

¢ AOL

® Apple

I_Ev6(:$l\l‘ﬁr3b"CL\c79$Tci?*j/l’ ~
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B Akamai

(IPv6%& H7R— kL TLIBCDN

B Cloudflare

B Verizon Digital Media Services
(Edgecast&E L CHRISNTWLWE L)

B Limelight Networks
B CloudFront
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r I____,_.i___st of IaaS supporting IPv6.

B SoftLayer (Full Support)

B Microsoft Azure (Load Balancer/VM)
B AWS (CloudFront/WAF/S3/Route53)
H IIJ GIO

B Sakura Cloud

B Nifty Cloud (Load Balancer based)
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https://www.nic.ad.jp/ja/newsletter/No48/0800.html
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RIR IPv4 Address Run-Down Model
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B IPV6i21T
¢ 2 DDOXNIRTRITEIONDZ ENH D,
@ IPVO(CHIH U ETD,. IPv4/IPV6DIHTE
@ IPVENDTERIT, IPVA(I(EIDIRLN

\IPV6 Kk < dpBERfE (Cont)
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r; Server

IPv6)7 I+ L ADFS5 RN

WWW IN A 192.0.2.1

[IN AAAA  2001:db8::80 J

]

FTRNZIE DL TWVE=7RLR
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r "€ <D &L GSLBOHHE

L=
7

198.51.100.1  9slbl.example.jp i

A\

3. www.example.jp 4.192.0.2.172 & DNS Authority
DIP7 FLRIE? ns.example.jp
1. www.example.jp
) DIP7 FLRIL~
[Ea@
I
slb{1|2}.example.jpIZ

192.0.2.1 gslb2.example.jp FElLvTh

Client (DNS Cache Server)
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¢ —IinEULRLY

¢ NXDOMAINZ R

¢ AAAAL AN XRIC, IPVAETE. 7 RL- XA %&Z AN
Cixd!

@ IN AAAA :1111:192.0.2.1
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BEDNSH—/)\{ BEULIFZENICFET D AT A

(GSLB7& &) H. 1

- U <AAAA RRZZ
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=NV TFTVIULFULL D,

H1ET-H IPv6 H—E RZFIEH
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r 'DNSO T U (CRIF S0SDIFILs

BT VUEFEIZOSTERD
SAAAAD T U =S (CERn I 20S
®@Windows XP. Linux

AU T 7= S(CENMT S0S

®Windows Vista. Windows 7.
FreeBSD., Mac OS X

InternetWeek 2010 Jt O K& kY —ERRFE: (p.64)
http://www.nic.ad.jp/ja/materials/iw/2010/proceedings/s2/iw2010-s2-01.pdf

19



5GInnovations

F'HY. GlibcdD/)\—=3 > (CK> T 066,

B RHEL5/CentOS5

39602 dst 53
§rc AAAA Query 5 -
- dst 39602 AAAA Reply src 53
src 47702 A Query dst 53 - DNS Server
Cent0s5
- dst 47702 A Reply 5rc 53
B RHEL6/CentOS6
src 33473 A Query dst 53 -
5rC 33473 AAAA Query dst 53 -
- dst 33473 A Reply 5rc 53 DMNS Server
Cent0S56
- dst 33473 AAAA Reply src 53
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src 40054 A Query st 53 -
src 40054 aaap Query dst53
i - dst 40054 AAAA Reply src 53 DMS Server

CentOSE 4
A Reply src 53
Bgan d"l ply

Firewall
srcd8732 . AQuery dst 53 -
- dst 39732 A Reply sre 53
src 40234 AAAA Query dst 53 -
- dst 40234 AAAA Reply sr¢ 53

—EDIFPAT IA—ILDEETIE., R—1R—
75\!:0)71')’& 1% ([a]— 0)-!2“*/3/)&3%73[,
EEREIENZEEINTLES LD HS
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B ZHIIERI(CE]TD

B ETENSSLY (BEEESTE T 5 ¥ Tfallback)
¢ options timeout:1 725, B> &L (LT
EELDS5W)
B 005 —/UIAPLE#E T, DNSZ5IK ZEE

¢ SEICUSA 7> MEUTENNDHZEI(CIE.
DNSOIER(EF v > a =i C c‘:EZB .
A—YHD1UIT XM UT. #EEREIAPIZ[]
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B/etc/resolv.conf (CATZa>EUTEREITDE.
DOTIBIIRKR—hZ2EZRDKDICTIED(socketzF
B9)

search example. jp

nameserver 2001:db8:0001::53
nameserver 2001:db8:fffff::53
options single-request-reopen

sro 49302 A Query dst 53 -
- dst 48302 A Reply sre 53

Cent0S6 Src 34368 AAAA Query dst 53 o

with > DNS Server
single-request-recpen et 24968
-

smgle request-reopenzs%iE I D

AAAA Reply src 53
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XIIR

B Locally Served DNS Zones (RFC6303) (. D

[CleR(CH TS

SU\BCPZ &2k L CULYD,

¢ BEENEE LTS DNSFrwva1H5—/\C

CNBMD Zone ZIEBIMUTHEZ

UL D

oﬂgz%l 12 EWVVDHEIS RFT ANDIKENSD

¢ Unbound{®Bind9.5 T(&. RFC6303 (CxJis L

CU\E

=9, EDWMZ IR EHEIERET L3

L& Do

http://www.iana.org/assignments/locally-served-dns-zones/locally-served-dns-zones.xhtml
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- I0S77TUZT7YIT—hUES., UZTOhENTULUED,
51 A& DNS64+NAT64T vbonly TOEMEIREEE LTZDIC !

JRIA]:
« LEAT7ZETYTIILORFIAS RTEHMRESNTULDT A MRY
rDO—0&F ZE2RCEAUCEDTIEHDEEA. LET(CIE.
EPRICIPVO THEFEBIETEDIRY NDJO—TNWHDFET,
« HIXTZDODNSIERH —/UhY AAAA Query (TXUTIELWLWL AR
ARV TVWBIMERZLEL L D,
« AAAAICIGE T B EE(C, IPVASTR 7 RL X ZIBH TIRI DTS

xt“a_o

IN AAAA 1111:192.0.2.1

https://forums.developer.apple.com/message/147579#147579
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DNS64/NAT64

Client DNS64 server
DNS query: DNS query:
Request IPv6 Request IPv6
address for address for

example.apple.com

example.apple.com

DNS server

N

IPv6
address
\ exists

N

IPv6 address for
example.apple.com

S~

DNS reply:
IPv6 address for
example.apple.com

No

DNS reply:
IPv6 address for

example.apple.com

SeQ,
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DNS reply:
No IPv6 address
exists

\

DNS query:
Request IPv4
address for
example.apple.com

vy

Synthesized IPv6
address for
example.apple.com

A

Synthesize IPv6
address from
IPv4 address for
example.apple.com

™

_

https://developer.apple.com/library/content/documentation/NetworkingInternetWeb/Conceptual/NetworkingOverview/UnderstandingandPreparingfortheIPv6 Transition/UnderstandingandPrep

aringfortheIPv6Transition.html

DNS reply:
IPv4 address for
example.apple.com

4
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* /etc/com.apple.mis.unbound.conf

dns64-synthal:yes

KEDAAAAICOI\ DD 5T, AZPFLR%E
AAAAICEBRLTIHRELET,

m dns64-syanhal:yes M £l

# dig @localhost www.nic.ad.jp AAAA +short
64:ff9b::c029:c081

m dns64-synthal: no D E{

# dig www.nic.ad.jp AAAA +short
2001:dc2:1000:2006::80:1
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r ~DN SEE (Summary)

BEEEMENMNFEEAE

¢ DNSIER Y — /) \B KUDNSFvw=1H—)\(C

I 9 BENEED R A
@ X—Hh—4f|l. 11—

¢ IPveU—EXZRHELTWLWBZEN

LY. FeSNHTIRLN,

HBETNA

¢ IPVOCOH—EXLN)LD. IPVADED EEEN

578> CL)

T, E<HEOTLEDOTND (FEHE
SEREEED. EhSNIRN)
¢ HitIaT A hbAE

LU
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EPath MTU Discovery Blackholeftlz2

LIPV6 NS TILEBBI EBBIESRIC DT

62



r Proxy CTORER

B Proxy(3&5 I (CHappy Eyeballs Blocker& 743
¢ CNBIETCPZRIMUET

¢ ,
ImnfzipvervbkT—o )

IPvdRy T —9

ut ﬁappy Eyeballs

IPv4/IPv6 Network

DualStack/—F with Happy Eyeballs
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BSquid(3IRIEFs2C. Happy Eyeballs =)L
ERIDIFEFRNERIAL TS,

BANti-VirusV J DT J7°C. Proxy X— XD
KN DIEH., ZIUTUERDIRVONTE

xr
=
10N
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r “Anti-Virus Software? as Firewall

B FirewallNELDANti-Virus Softwarell (E3F

= |
=~ Y
® =X

H(CERZETIPVO b I wIZ I N

CEETLKD t@“%%’:‘)@b“ﬁﬁ: (ULBEE
BRIFERI TS TLIRK T, BIEZS|EEC

ED
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\ipv6 nd ra supressME R

CiscoCl&. default TRAZ#%(T3

RAZ ST (CHIHI T B (C(E

ipv6 nd ra supress

JZIFTIIEDRLS T

ipv6 nd ra supress all

EESWMENDDZ

gclli-

/1]
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ipv6 nd ra supress®E = (Cont)

“all” Z DI & EEARRRAEL (FHIHI E=NDE
dDd. RS(Router Solicitation)Z(TES &, RAZ
EHUTUERD(*1)

ERDERTI(E. RSIFEARB(Cnodet I/F Z= up U
JEBFIC U /)Ibnfd\(/\(*Z)@_C CDRATDULZ) <
L XA%ZFHIT B E. valid lifetimeh@E e & (CE

EHTERLLIRBEREN DD (IRCEREEZEL

TULValE, 3 0H%#8)

(*1)http://www.cisco.com/c/en/us/td/docs/ios/ipv6/command/reference/ipv6_book/ipvée 07.html

(*2) BOETIXRFC7559M TET-
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\ipv6 nd ra supressEsR (Cont) 6k,

RFC4861 6.3.4

Prefix List - A list of the prefixes that define a set of
addresses that are on-link. Prefix List entries
are created from information received in Router
Advertisements. Each entry has an associated
invalidation timer value (extracted from the
advertisement) used to expire prefixes when they
become invalid. A special "infinity" timer value
specifies that a prefix remains valid forever,
unless a new (finite) value is received in a
subsequent advertisement.

HELTZITANEOMNE. ERICKFETD
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BE WL IOSTE “all” i, FEDKDIRACLZI/F
([CEATDZET. JAIFUZ DT TDIRENRD D,

\ipv6 nd ra supressddE# (Cont) eS80,
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ipv6 access-list RS-Filter
deny icmp any any router-solicitation
permit ipvé any any

IN-GEVEN::
VAV R—baza =T+«

[IPv6 RA® SuppressEI{EIZDLVT]
https://supportforums.cisco.com/ja/document/100306
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EPath MTU Discovery Blackholel=z8

LIPV6 NS TILEBHIE BRI DN T
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r '«,P___'gth MTU Discovery &(&7? (1)

« IPv6 TIEh#E/ —FTIZT AV MLAEL (IR R/ —FHERE)
— IPv4 TIXIL—FFED I/ — N TS A X
— EE/NTYMI¥T S ICMPv6 Error Message 22 {EFF.
MTU #Z &
« JRAID)UVDMTU HAH)HAE
« ICMPv6 Packet Too Big Message 2{§Ff. IR A /—F T2
ST AL TEE

— IPv6Ex/INMTU [, 1280byte

* L2 SWOMTUIZU > D258 FXEESND

 Path MTU Discovery DEEMNHLLV/—FIX 1280byte &
7E
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r \Path MTU Discovery &(£? (2)

. e b« >l »

MTU1500 MTU1454 MTU1500 MTU1280 }MTU1500

c"enb Size=1500 ‘ ﬁ—@—g

— 1]
[ le—

Packet Too Big (MTU=1454)

Ll
"

Server

A\

Size=1454
Packet Too Big (MTU=1280) Size=1280

> ]
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(BEE SEDOMTUDYINELY)

. N
MTU1500 MTU1500 |
client EI Server
Y — 7| Y
Size=1500 —
‘CF—
Packet‘oo Bi 18 (MTU 1454) Size=1454
‘ ]
Packet To; B il\‘/ITU=1280) Size=1280
> ]
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1. Too big /\Tw MHMENIRLY
2. Too big/\Tw bRME - FRX TSR0
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r \Too big RITERDDIFITAL ?

B> 72V 7%iX59 Sl
e T JH—/\
OA—)LIXEBRA(KESIIRNI T 71ILEM)
@DropboxBY7R IR (CH
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r PMTUD Blackhole’aF &5 ?

BIPveD)\Tw ~ME. IPVATE X (L., IANRT
DFEYW RH\IZD>TWWB/\Tw b, DEDEE
& EDIL—FINI)I\TY hNETSTA KB
CEFEIEENTHS D, PMTU Dicovery
EIET D EICEKD/ Oy bOBXZHEIFL
TCLY\D,

Too bigh'\l@Eh'aL\&., BEMNTETERL) !

KIEHTCPOEYIav(EENST=0, AHBLT-
Happy Eyeballs CII ¥ LTS
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r \ P_,_'._MTUD Blackhole demo

% kunitake — bash — B0x24 ;_-’nl
stardust-2:~ kunitake$ |:| B
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r _PMTUD Blackholeffi& ] D431+

EMTUNDVI\E 1R DIRIGHEE
¢ USA V7 MNRIETUTZEITUT AN

‘ # ifconfig en() mtu 1280

EEMICTCP MSSICKAHRBNRESHE S,
NTHERETIEEIE.
Path MTU Discovery Blackholeh'[R &
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r \ TCP 3way handshakei,g%

Client Server

SYN-+options(TCP MSS)

SYN, ACK+options(TCP MSS)

ACK

MSS ( Maximum Segment Size )
BEWNZBHDOMSSZEEA
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HL3's icmp rate limit

OL3FETIZL. ICMPICEALTCL— KU =Y MO D T
WBEDHHD., U=wv hZiBXR D& Too bigziRE 73
A

BFirewall Policy

O RBE (CWHEBIRICMPYG) Ty RETEELTUZED
T, BEREZRESECUEDO>TLIRLD

HLB#ERL CToo bigh' 5 AETY RICELSH

By DO —D8Rk

¢ AnycastzFFAA LU CL\ZIZE. too bighh@Et)iat—/\(C
B SH1DN
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B 185> 5w > T link local addressdd» CHRwW ~
J—OED, N DERDBIMTUHS A X&RE TLVR

LNDM*1)

RFC4291: Routers must not forward any packets
with link-local source or destination addresses to
other link.

B IPS/UTMPRF— e RAaW Ty KD+ )LF U
2

(*1) Some Design Choices for IPv6 Networks
https://tools.ietf.org/html/draft-ietf-v6ops-design-choices-12
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r %ﬁE : Firewall/kRU = —(CDUL\T

B=E (IFirewallO/RU > —T(&, FELE. Too big (&

Service Action
ICMPE& Packet Too Big
B | 1cMPe-any @
e 5

BRY (CEFRISND)

Ak, CALERESLVTEToo bigldFEEELL...
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-A INPUT -m state ¥

\iptables/ipbtables CTH

--state ESTABLISHED,RELATED ¥
-j ACCEPT

RELATED
meaning that the packet is starting a new connection,

but is associated with an existing connection, such as an
FTP data transfer, or an ICMP error.
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r \UTMTDDrop#)

[00001] 2014-10-17 21:00:00 [Root]system-critical-00436: Large
ICMP packet! From 2001:db8:1fff::117 to 2001:db8::80,
proto 58 (zone Untrust, int ethernet(/1). Occurred 6 times.

B[ ScreenOS] Large Size ICMP Packet (size >

1024) in IPv6 environment.

http://kb.juniper.net/InfoCenter/index?page=content&id=KB26473&actp=RSS
(http://juni.pr/QJCruH)

% < DICMP/ Wy MEARE <2V sh, 1024
)\ R EDICMP) Ty b2 IRE) T w (D
Loki (ICMP Tunnel)DiB{E7x E EHIRT,
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REOD DB DN ? SASA)

3.2. Packet Too Big Message

0 1 2 3
01234567890123456789012345678901
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+—+-+-+—+-+-+—+-+-+—+-+-+-+-+-+-+-+
| Type | Code | Checksum |
+-+-+-+-+-+-+-+-+-+-+-+-+—+-+-+—+-+-+—+-+-+—+-+-+-+-+-+-+-+-+-+-+
| MTU |
+-t-+—+-t+-+-+-+—+-F—+—+-+—+—+—+—F—F—+—F—+—+—+—+—F—+—+-+—+—+—+-+-+
| As much of invoking packet |
+ as possible without the ICMPv6 packet +
| exceeding the minimum IPv6é MTU [IPv6] |

A=

1280byte A F TH B EFEFRTREDTLNDH. ECFEXT
I\ Y NEREIRD CEaOIADMME. EFMKF
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¢ H—)\EIX> FOMTUL DB/ OR—
MTUZ/N& < L7RLY

@ Too big ZEY (CEmX TCE DHEA CHDIMTE
295, CeRLWRS5, —/)IOMTUIZ1280&
IB3MNUDPZFIHLTLRWLWT—X) | 2T
WVRUVES, EE](Ctoo b|g€$ﬁL_C%<79;|"\‘J ~
— 8K ICEE

¢ A7— haHBZW\ Y KT )LFYU>T%F|
%/__CL\ZQOD_CEEJI’L(Z; Too bigZwi1BE I KD (CF%
EId Do
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