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®2016/4/1 GitHubZ:f
v’ https://github.com/future-architect/vuls
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Trending in open source 4600 @ future-architect/vul... @ coreos/clair @ mizzy/serverspec @ fluent/fluentd
See what the GitHub community is most excited about today. 4500
4000
3500
3000
Maodern S5H server for clusters and teams. g 2500
e « 477 seaes socay 5t o [ A D) 5 Cnher: Langusges - 0
2
T £ fluentd
updated rapositorius? Try this 2000 D R N
whkd/awesome-interactive-journalism & Saarch
list of awesome interactiv rnalism projects.
“- a 1500
FreeCodeCampFreeCodeCamp o 1000
The ht JiFreeCodeCamp.com open source codebase and curriculum. Leam to
I serverspec
. g Ear 1 N )¢ |
500
spotify/HubFramework T 2 ]
SouclyS omponecmenuA .“‘ - 06/19/2011 06/18/2012  02/05/2013  09/24/2013  05/14/2014  12/31/2014  08/20/2015  04/07/2016 10/19/2016
Obgective-C « 182 stars
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go-cve-dictionary! Vulnerbility Database\
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Fetcher

Fetch HTTP
Vulnerability data

JVN
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apptitude

results dir changelog

RH5A (RedHat)
ALAS (Amazon)

FreeBSD Support
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# centos20052

Copyright ©2016 by

#centos20052

CVE-2015-7181

7.5 (High) (AV:N/AC:L/Aw:N/C:P/1:P/A:P)

Morzilla Firefox 5 & Q85 TER & 114 Network Security Services i &7 &1
—E ZERIEE (DoS) DiEFEE

VN / CVEDetails / MITRE / RHEL-CVE

Installed Candidate
nss-3.16.2.3-1.el5_11 nss-3.19.1-4.el5_11

CVE-2015-8704

6.8 (Medium) (AV:N/ACL/AWS/C:N/I:N/A:C)

ISCBIND @ apl_42.c lc & 2 —EZERTE (Dos) DiEEM
JWN / CVEDetails f MITRE f RHEL-CVE

Installed Candidate
bind-libs-9.3.6-25.P1.el5 11.2 bind-libs-30:9.3.6-25.P1el5 11.8
bind-utils-2.3.6-25.P1.el5_11.2 bind-utils-30:9.3.6-25.P1.el5_11.8

CVE-2013-7424

5.1 (Medium) (AV:N/AC:H/AWN/C:P/1:P/AP)

GNU C Library @ getaddrinfo B#C &1 2 — £ 2ERYE (DoS) D iEsE M
JWN / CVEDetails / MITRE / RHEL-CVE

Installed Candidate
glibc-2.5-123.el5_11.1 glibc-2.5-123.el5_11.3
glibc-common-2.5-123.el5_11.1 glibc-common-2.5-123.el5_11.3

CVE-2015-0286

o (3 Q. Search @ ¥

FUTWR:e:
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VulsD¥FE OSNNwir—3, SBS5175U. N/WHEER IO IE
B CPEEFFBEHDEDTHNIIHETEEDIRFNN ] EE
B E&E: IPATLET YN IA—LA—ECPERLSH

v https: ipa.go.jp/security/vuln/CPE.html

VUulsDEZTEI7()l RoR4.2.1%FE&H=UIH

[servers]

[servers.172-31-4-82]

host = "172.31.4.82"

user = "ec2-user”

keyPath = “/home/username/.ssh/id_rsa"

cpeNames = |
"cpe:/a:rubyonrails:ruby_on_rails:4.2.1",

]
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CPEDFHNTZED 1
e NVDTIRZERI D

e https://web.nvd.nist.gov/view/cpe/search

CPEDRANTZED2
o NVDTODIRZR(FEEIE VDT DIzshDY—)
o H—ZFITAIUAHNARZR O] EE

e https://github.com/kotakanbe/go-cpe-dictionary
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VulsD¥ OSIYT—, 51473, N/ WHEBRCEXT I

B J0J3z>) EEI1J UM ERAFrF OWASP
Dependency-Check&iEH# T 3574

L=
v VUlsDEETEI7A 54T FUDCPEZTEZELIRCTLL
vV \=23> 7Y T CVUISSE TE 7V OEEARE
v Vuls& B3 3 HASETOLR— MBI EE

VulsDs=TE I71 I

[servers]
[servers.172-31-4-82]

host ="172.31.4.82"
user = "ec2-user"
keyPath
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VulsD¥5# 3 ZROSHIEL L

B LinuxXk0S, FreeBSDOREIS %R A Fv> 0] FE
B Hh— NI OEDON XTS5

Redhat% RHEL (5), 6, 7 ¥¢ RHELS(EXT LT 1E
CentOS 5,6, 7
Amazon Linux &£/\—>3>

Debian% Debian 7,8
Ubuntu 12, 14, 16

BSD FreeBSD 10, 11
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OSCEDAFv>J0—

Get installed packages
Debian/Ubuntu: dpkg-query
Amazon /RHEL/CentOS: rpm

FreeBSD: pkg

Amaznn

CentOS

\

[

v

)

Debian/Ubuntu/CentOS r#'ﬁ RHEL/Amazon/FreeBSD
y

Check upgradable packages
Debian/Ubuntu: apt-get upgrade --dry-run

GLt all changelogs of updatable packages at
CentOS: yum update --changelog

ont

Get CVE IDs by using package manager
Amazon/RHEL: yum plugin security
FreeBSD: pkg audit

foreach
upgradable packages

Parse changelog and get CVE IDs
Debian/Ubuntu: aptitude changelog

Y

\L cndll

y

Parse changelogs and get CVE IDs

J%> RTES
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B iR MEIBRICEAREITD)\vr—2 N-T3[FERhiEaFINd,
E&RANIN-Z3> DL TEIR TEIRLBIEETLEHY B
FOBON -3V L TOEIRFARIEE THDHEZIED

Ubuntu/\wo—=. \=23>04]
ocales 2.13+9git20120306-21

ogin 1:4.1.5.1-1.1ubuntu?
sb-base 9.20160110

NELG 4.1-6

mawk 1.3.3-17ubuntu?
mime-support 3.59ubuntul
multiarch-support 2.21-0Oubuntub

SV TiReRDAR, FI > 0O DEFIFZE
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VulsD¥E 75y hIA—AIEKET

A>TV JSIRECTHENME

o SSHiEHL CENILA+v> AJEE
o VUIsSAAK([FGoEEERDITYI S A

Dockerd> 77T ORMEIe ¥ HEAFv> 0] EE

e Dockerith A MCSSHi#E#t
1>F7FAN\Fdocker execTOV RFIT

e Dockerd> 7 FHICIESSHT —EZEBILIAKTH LW
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VulsRepo
o ExelDERY bF—T I DL AF v ATRDTHTH AT EE
e https://github.com/usiusi360/vulsrepo

CVSS Severity v CVSS Score ¥ ’

CVss

Z Low Medium High Unknown
Severity

CVSS Totals
Score 1.7 19 21 26 28 33 35 36 4 43 44 46 47 5 51 55 58 61 62 64 65 68 69 71 7.2 7.5 76 7.8 85 9 93 10 Unknown
ServerName Container

centos_5.1 2| 6| 13 8 4 2 82 8 30

centos_5.2 310 16 8 6 4 B 2| 12 24

centos_5.4 1 4 4 2 22 ) 4 CVE-2016-4470

centos_5.6 2 4 3 1 19 1 M| 4 2

centos_5.7 4 6 1 4 35 1 66| 5 6 N | NVD

centos 5.8 2 4 4 29 39 3 [ Published Date :2016-06-28 LastModified Date :2016-06-28
centos_5.9 1 2 1 14 3 2

Access Vector Access Mality Impact  Integrity Impact  Availability Impact

wor  NETNNINGEN o woe | ECHEETER

Linux Kernel @ security/keys/key.c @ key_reject_and_link B3, HEOF — SHEED IS N A LRI A=t T 28R
INE (2T L 05w 2) (REE CENAME I FELE T . MBS - CWE ICLDMEEIES 1 713, CWE-416: Use After Free (BRH0H
AEYOER) SERRFNTOET . hitp/owe.mitre.org/data/definitions/416 himl

centos_5.10 13

centos_5.11 12

14

13

16
localhost centos_6.0 n| 2| 3 1[]- 1 -

centos_6.1 T 2| 18 6 1 132 1 - 13

]

]

122

centos_6.2 702 18 6 POE 1

centos_6.3 7| 2| 18 6 118 1 o
NO DATA

centos_6.4 4| 2 4 4 81 Links

MITRE / CveDetails f NVD / JVN / RHEL / Debian / Ubuntu /
centos_6.5 1] 2 1 25 53 5

References

centos_6.6 1] 2 1 23 44 3

[CVE] (nttp://cve mitre org/cgi-bin/cvename cgi?name=CVE-2016-4470)
[NVD] (http:/iweb.nvdl.nist. goviviewfvuln/detailovulnld=CVE-2016-4470)
[ZDR(CWE-Othen)] (niip:/Anny.ipa.go jp/securityVuln/CWE. himE#CWEOther)

[CONFIRM] (nttp-/igit kernel /linux giticommit/7id=38327424bx 7312089
[SUSE] (nttp://ists.opensuse. ity 16-08/msg00000.htmi)

[REDHAT] (htip://rhin redhat.com/errata/RHSA-2016-1532 html)

[REDHAT] (nttp://rmn redhat.com/errata/RHSA-2016-1539.tml)

[REDHAT] (http://n redhat com/errata/RHSA-2016-1541.ntmi)

centos_6.7 1] A 1 1 23 3

centos_6.8 2 10 2

None 2 2| 4 3|1 6 1

3 1 2 27
[MLIST] (ntp: openwall.com/lists/oss-security/2016/06/15/11)
Totals| 2/ 56 35 145 1/ 24 6/ 10 53- 2 30 5- 62| 3l154 [CONFIRM] (i racle comitechnetu Z 112016-3000544 himl)
[CONFIRM] (nttp: oracle.com/technety ) , 16-3000545 html)
- [CONFIRM] (nftp:/wwiorat e com/technetworl uI2016-3090546.htmi)
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VulsD45# WebUI

Faraday

« I/TE. VulsT5FAERR
« https://qgithub.com/infobyte/faraday

DaShboa rd for demo fa raday (a” Vulns) < Change wo view confirmed vulns ¥
Top Services @ Top Hosts & Vulnerabllities @ Services report @ Workspace summarized report @
-II ‘ W SSH UNKNOWN HTTP HOSTS NOTES SERVICES WEB VULNS VULNS
TELNET FTP RPCBIND PRINTER? TOTAL VULNS
Last Vulnerabilities €@ M
Date Target Severity Name Web  Ease of resolution Vulnerabiities @
11/11/2015 at 4:04PM  192.168.20.23 @ med Service Detection x 14 26 0
11/11/2015 at 4:04PM  192.168.20.23 @ med Skype Stack Version Detection x I I
CRITICAL HIGH INFO
11/11/2015 at 4:04PM  192.168.20.10 @ med SNMP Protocol Version Detection x
11/11/2015 at 4:04PM 192.168.20.10Q med TCPAP Timestamps Supported x
Workspace's worth @
11/11/2015 at 4:04PM  192.168.20.10 @ med SNMP Supported Protocols Detection x
$218,500.00 total
Hosts @

|
Host Services 05 critical $ 5000 [l high $ 3000 m unclassified $ 0

192.168.30.1 @ 3 =1
192.168.20.7 @ 2 A
Commands History @
192.168.20.37 @ 0 a v
By Command Start Date Duration
192,168.20.36 CB 0 o -
~ ~ mica@rama nmap 127.0.0.1 12/16/2015 at 0.17s -
192.168.20.34 @ 0 =1 e e
19216820 ‘a 0 = mica@rama nmap 127.0.0.1 12/16/2015 at 0.14s
192.168.20.32 @ 2 A - 8:06PH
o N 10 o mica@rama nmap -oX /home/mica/.faraday/data/a2_Nma 12/16/2015 at 0.13s
- p_output-2,64496519857.xml127.0.0.1 B:05PM
mica@rama Splugin £ getallps. py 11/11/2015 at 0.12s
5:27PM
VLS L UIU Uy uinrc 71 g S F F T
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AWS Quicksight
e AWSODBIY—)lZ{E>THYS 178 — REVESTA)

= (& ®
lad Analysis X &l
+ O
Undo
Dl]ﬂ Fields list Q Field wells L
Vit ET convert2.csv oo
V o p Count of Records by Scannedat and Jvn_severity Count of Centainer_name by Container_n... Count of Records by Packages_name and ...
Containes Name c 0P 20 IN CONTAINZR AN
F 0K
E 0 cwen 3¢ J— ;
test(100
Q © Family ; =
100K
Suggested © WN_AccessComple.. e \
© WN_AcessVector ‘
& ] o
Story O WN_tuthentication "
G |
R  ANNEEENNNEEEEEEENEEEEEREER t il
Oct 12018 Oct 5 2006 O g 218 Oct 13 2008 Ot 17 2006 Ocr 21 2008 Oct 25 2016 L} I '._I v 1 l
© IVN_Confidentialityl... Hgh  Lew  Medum
© o
© Mi_integritylmpact .
© W Severity Count of Records by Jvn_severity and Container_name Count of Records by Nvd_cweid v
VD_AccessCompl.. igh ~ ~ ium >
© NVD_AccessComp! High Low Medium (i i S S
© NVD_Authentication Container Name count count count count 168000 54000 54000 45000
o test008s 360 1170 20 4,020
NVD_Availabilitylm...
ey test0086 360 117 0 4020
© NVD_Confidentialit testd087 360 1,170 210 4020
© ND_Cweld o test0088 360 1,170 210 4020
test089 360 1,170 20 4020
[ ~ test0090 360 1170 210 4,020 CWE189 CWE
3 o test0091 360 1,170 210 4,020 30000 150.-
VD_AcessVector
v testd092 360 1170 20 4020 ezl
ol 2 test0093 360 1,170 210 4020 CWE200
Visual types test094 360 1170 20 4020 36000
- - test0095 380 1170 210 4,020
F - 1 I - il - en e aan . (
Group By: NVD_CwelD
.
= I e
<Ee:
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VulsD%FE TUI

Vuls TUI

—ZFVUIMNVUIsBTARICB L TLS

[ 1] CVE-2016—-8494 | 18.8(High)
[ 2] CVE-2016-@483 | 10.8(High)
[ 3] CVE-2016-0799 | 16.8(High)

[ 5] CVE-2016-@728 | 7.2 (High)

[ 6] CVE-2016-195@ | 6.8 (Medium)
[ 7] CVE-2016-0778 | 6.5 (Medium)
[ 8] CVE-2016-@723 | 5.6 (Medium)

Unspecified vulnerability in the Java 5E and Java SE Embedded components in
Unspecified vulnerability in the Java 5E, Java 5E Embedded, and JRockit comp
The fmtstr function in crypto/bio/b_print.c in OpenSSL 1.6.1 before 1.8.1s5 a

The join_session_keyring fTunction in security/keys/process_keys.c in the Li
Heap-based buffer overflow in Mozilla Network Security Services (NSS) before
The (1) roaming_read and (2) roaming_write functions in roaming_common.c in
Race condition in the tty_ioctl function in drivers/tty/tty_io.c in the Lin

CVE-2016-8705

10.8 (High) (AV:N/AC:L/Au:N/C:C/I:

Summary

Double free vulnerability in the
ibly have unspecified other impact

Package/CPE

:CSA:C) )

References

i H

dsa_priv_decode function in crypto/dsa/dsa_ameth.c in OpenS55L 1.8.1 before

.8.15 and 1.9.2 before 1.8.2g allows remote attackers to cause a denial of service (memory corruption) or poss

via a malformed D5A private key.

[NVD]( https://web.nvd.nist.gov/view/vuln/detailivulnld=CVE-2016-8785 )

[MITRE]{ https://cve.mitre.org/cgi-bin/cvename.cgitname=CVE-2016-8785 )

[CveDetais]( http://www.cvedetails.com/cve/CVE-2016-0705 )

[Cvssw2 Caluclator]( https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-87055vector={AV:N/AC: L/AUINSC:C/T

* [RHEL-CVE]( https://faccess.redhat.com/security/cve/CVE-2016-08705 )
* [ALAS-2016-661] ( https://alas.aws.amazon.com/ALAS-2816-661,html )
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v'FreeBSD Support by justyntemme #90
v"High Speed Scaning on CentOS by ti-ga #138
v"High speed data fetch from JVN by kotakanbe #21

v"High speed scanning on Ubuntu(20x Faster on Ubuntu,
4x Faster on Debian) by kotakanbe #172

v"Setup Vuls using DockerHub by matsuno #223

v"Add support for reading CVE data from MySQL. by
oswell #225

v'Integrate OWASP Dependency Check #232
V...
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https://github.com/future-architect/vuls/pulls
https://github.com/justyntemme
https://github.com/future-architect/vuls/pull/90
https://github.com/tai-ga
https://github.com/future-architect/vuls/pull/138
https://github.com/kotakanbe/go-cve-dictionary/commit/e3f226a516ca9d3031fc7957f81300faa4132d97
https://github.com/future-architect/vuls/pull/172
https://github.com/sadayuki-matsuno
https://github.com/future-architect/vuls/pull/223
https://github.com/future-architect/vuls/pull/225
https://github.com/future-architect/vuls/pull/232
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