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Threat Assessment - O B B
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- IPA : http://www.ipa.go.jp/
— JPCERT : https://www.jpcert.or.jp/
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o 42—V bDIRR
— ISC : http://www.isc.org
— NetCraft : http://news.netcraft.com/
— US-CERT : http://www.US-Cert.gov
o —iRNNIRAFMIEEFI UT 1 DEIHE
— Schneier on Security Blog : http://www.schneier.com/
— Krebs on Security : http://krebsonsecurity.com/
— Security Dark Reading : http://www.darkreading.com/
— Slashdot : http://slashdot.org
- Engadget : http://www.engadget.net
— Securosis : https://securosis.com/blog
o BRIIBHRR
— Microsoft Security Intelligence Report : http://
WWwWw.microsoft.com/security/sir/default.aspx
— Team Cymru(EEEk) : www.team-cymru.org

— FBI Cybercrime information : http://www.fbi.gov/about-us/
investigate/cyber/cyber
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Threat Expert : http://threatexpert.com

— Microsoft Malware Protection Center : http://www.microsoft.com/security/portal/
default.aspx

— SANS Internet Storm Center : http://Isc.sans.edu

- Symantec Threat Explorer : http://www.symantec.com/business/theme. jsp?
themeid=threatreport

— McAfee Threat Center : http://www.mcafee.com/us/threat_center/

— Metasploit Blog : https://community.rapid7.com/community/metasploit?view=blog
— Security Focus : http://www.securityfocus.com/

— Dshield : http://www.dshield.org/

- Offensive Security’s Exploit Detabase : http://www.exploit-db.com/

-  Worldwide Observatory of Malicious Behaviors and Attack Threats (WOMBAT) : http://
wombat-project.eu/

- Symantec’s Worldwide Intelligence Network Environment(WINE) : http://www.
symantec.com/about/profile/universityresearch/sharing.jsp

Mandiant M-Trends : https://www.mandiant.com/resources/mandiant-reports/

. ..,"TEOD RXASAIPY RLAVELEY S5k

- Malware Domain Blocklist : http://www.malwaredomains.com/

- Unspam Technologies Project Honeypot : http://www.projecthoneypot.org/index.php
— EXPOSURE (Exposing Malicious Domains) : http://exposure.iseclab.org/

- Shadowserver Foundation : http://www.shadowserver.org/wiki/
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o BEIERDIR
— Anubis(Analyzing Unknown Binaries) : http://anubis.iseclab.org/
- Virustotal : http://www.virustotal.com/
— Metascan online : http://www.metascan-online.com/

. %ﬁﬁt‘ﬁﬂﬂ’lﬁiﬁ
IBM ISS X-Force : http://xforce.iss.net
— BotHunter Internet Distribution Page : http://www.bothunter.net/

— Latest Snort publicly available Snort rules(BZ&kDEFH D) : http://
www.snort.org/snort-rules/

- Emerging Threats signature list : http://www.emergingthreats.net/
Latest Tenable Nessus plugins(&&#k) : http://www.nessus.org/ plugins/

. l\y FOhess D5
MITRE’s CVE : http://cve.mitre.org
— NIST’s National Vulnerability Database : http://nvd.nist.gov/

— US-CERT Technical Cyber Security Alerts : http://www.us-cert.gov/cas/
techalerts

— Microsoft Security TechCenter : http://technet.microsoft.com/en-us/
security/default.aspx
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o BODFNEA>22T2 MLURIRZZADMNENDTZOD T A =W
NOFIAYPARY FDOSAFALATOEBCDVLWTORZS. AZE,

e HXTILDA> T FLRANRADETFORT
- CIO Magazine
e http://www.cio.com/research/security/incident_response.pdf

- NITC
o http://www.nitc.state.ne.us/standards/

— SANS
e http://www.sans.org/incidentforms/

- U.S. Secret Service
e http://www.treas.gov/usss/forms/form_ssf4017.pdf

— CERT/CC
e http://www.cert.org/reporting/incident_form.txt

e RTIR: RT for Incident Response
- https://bestpractical.com/release-notes/rtir/3.2.0

56 © 2011-2015 ISOG-J



ISOG]

AT AL —s 2 FRE S
W10, /BFR(C - FTEEL. OS5 U< E L

7=

o EXEVEMNESTICHZEG. XILITBFF CHDINENDD,
. |E$E%HY$ BELUCEDORDEYINZE I DMHIRL. Moz

HINEND D

I|n|

SrEbERERS &

EESDESH TEICIBIHRODIFIC KD, IRIROIEEYDT. BED
B@?#D//uﬁw%mo

« BXA22F2 hEBEL. WEDIIRZLTEEFLLD

o BHOBEEDPSEHFOMIGICDONTIE., S E U TOHIEDIZSHIC
BHOES THiEZ I DdINENHDFT

o MWIHCRERFERCTOTCRZRTL. INEBICHEDERD (FFMEBIC

FADFEFLLD

© 2011-2015 ISOG-J

o7



BEAtEX1)T1FARL—La 0 RBXERES ]:SﬁaG—J

YD)

e [CF1UFasMIETEIEMCITDI0ONTY] ELWDTET. ENEN
DAVZEIBITUE U,

o ERRICSHHENAOBERB(CDWLWTIE, BIICTETLBZEY, s <I(C
TEEZEIORCE. CNHSERIZMNITEDHEDRETZERERDIFTUL
EENIEENTT,

Qul

1. BRI SHJIGF TDINCZSOCICHREE K
2. REREEERE/ERENTD/\S > X ZBN

3. SOCILE)IMERZS X K

4, TEBDHFZP3D

5. AI\—EFELDEZEHREX

6. BEOEFMIEI&EARIRAMAE L

7. T—AHEEDHTEEEX

8. SOCOEBEITZRET D

9. BRUBHRDEVHEE CHDMIEETHN
10. SR - STEEL. JOSULKHIGE X

58 ©2011-2015 ISOG-J



