ando@iri-com.co.jp

|
= spam
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TTL

FQDN
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$ DNS

= user@example.gr.jp

= example.gr.jp MX

MX A
MX

named MX A
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MX CNAME

= O DontExpandCnames=False
= RFC822,1123

« [ETF CNAME
= sendmail
= DNS MX CNAME
= RHS A
. A MX named
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Mail From: ando@ppml.tv J
Rcpt To: motonori@media.kyoto-u.ac.jp SMTP -

From: Kazunori ANDO <ando@ppml.tv>
To: Motonori NAKAMURA <motonori@media.kyoto-u.ac.jp>

Subject: Re: smtpfeed-1.19

Message-1d: <ANDO.SB10224@nsO0.ppml.tv>

Copyright (c) 2004 by Kazunori ANDO
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Mail From: motonori@medi
Rept To: ando@ppml.tv

¥ —]

Received: from query.méﬁ?ﬁ?ﬁ&oto—u.ac.jp

by nsO.ppml.tv with ESMTP

for <ando@ppml.tv>; 3 Dec 2004 10:00:01 +0900
Return-Path: motonori@media.kyoto-u.ac.jp
From: Motonori NAKAMURAXwotonori@media.kyoto-u.ac.jp>
To: Kazunori ANDO <ando@
Subject: Re: smtpfeed-1.1
Message-1d: <ANDO.SB1

Return-Path  SMTP Mail From:

Copyright (c) 2004 by Kazunori ANDO

1W2004 7
= [0:
. MUA
= TO: SMTP
MTA
. To:

Copyright (c) 2004 by Kazunori ANDO
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= Field-name: Field-body standard
= From:
= Sender
= TO:
= Cc:
= Reply-To:
= Message-Id: ID
= Subject:
= Date:
= Return-Path:

Copyright (c) 2004 by Kazunori ANDO
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= Field-name: Field-body standard
= Received:
= In-Reply-To:
= References
= Resent
= Resent-From:
= Resent-Sender
= Resent-Reply-To:
= Resent-Message-Id: ID
= Resent-Date:

Copyright (c) 2004 by Kazunori ANDO
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4

= Field-name: Field-body
= Precedence:
= X-Authentication-Warning:

n ML
= X-MLServer: fml
= X-ML-System ppml
= X-MI-Version: kkml
= X-Distribute: distribute
= Delivered-To: gmail

Copyright (c) 2004 by Kazunori ANDO
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]
n 1SO-2022-JP

= SJIS EUC UNICODE
|

. 1ISO-8859-1

1ISO-2022-JP

Copyright (c) 2004 by Kazunori ANDO
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MX 10
MX 10

MX 10
MX 20

MX
mail-g1l.example.gr.jp
mail-g2.example.gr.jp

mail-g1l.example.gr.jp
mail-g2.example.gr.jp

. 10
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13

= MXRR

example.gr.jp MX 10 mail-g1l.example.gr.jp
example.gr.jp MX 20 mail-g2.example.gr.jp

additional information

]

Copyright (c) 2004 by Kazunori ANDO
1W2004

14




= Additional Information

s MX NS MX A
= MX A
. guery
= MXRR NS A
= Additional Information MTA
. SMTPfeed Additional Information
= MTA named cache
A

Copyright (c) 2004 by Kazunori ANDO
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SMTP Authentication RFC2554

s SASL RFC2222 Relay
= sendmail-8.13

cyrus SASL
SASL sendmail
/usr/local/lib/sasl/Sendmail.conf
/etc/sasldb.db saslpasswd
sendmail.cf

. Relay

Copyright (c) 2004 by Kazunori ANDO
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SMTP Authentication RFC2554

Auth User
by RFC2554

Copyright (c) 2004 by Kazunori ANDO
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& Message Submission RFC2476

= MSA Message Submission Agent

= Relay spam
SMTP local
Submission

= port 587
sendmail-8.11 default MSA

MSP MessageSubmissionProgram/

Copyright (c) 2004 by Kazunori ANDO
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Message Submission RFC2476

Auth User
by RFC2476
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+

s MX static ?
. MX
. DNS
. static(mailertable)
= resolv.conf DNS
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<:> gateway dist-in [A—N|
Gateway Distribution\—/

mbox1
MailServer

= T
> -
2 = [spool]
= s
o 2
MUA
Copyright (c) 2004 by Kazunori ANDO
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§ :Gateway
— |
<:> gateway dist-in |4—N\| mbox1
Gateway Distribution\——/| MailServer
= T
> —
= I B
= s
o =
spam
MUA
static
\ J n
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Gateway

o static
=« FEATURE( mailertable®)

« FEATURE( access_db’)
=« FEATURE(" blacklist_recipients")

= Milter

Copyright (c) 2004 by Kazunori ANDO
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$ Gateway: mailertable

» static
. letc/mail/mailertable

/etc/mail/mailertable

.example.gr.jp smtp:[dist-in.example.gr.jp]
-example.ad.jp smtp: [non-mx.example.ad.jp]
-example.com esmtp:mx.example.co.jp

# makemap hash /etc/mail/mailertable < /etc/mail/mailertable
mailertable.db

Copyright (c) 2004 by Kazunori ANDO
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Gateway: access_db

. spamlist

. /etc/mail/access

/etc/mail/access

Spammers.net REJECT

spammer@ube . com ERROR:5.7.1:551 Relay denied
spam@uce . uce.com DISCARD

example.gr.jp RELAY

localhost RELAY

127.0.0.1 RELAY

# makemap hash Zetc/mail/access < /etc/mail/access

access.db

Copyright (c) 2004 by Kazunori ANDO
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Gateway:
blacklist _recipient

» Jetc/mail/access

letc/mail/access

bogus_user@ REJECT
bogus.example.gr.jp ERROR:550 Bogus host
jJjunk@other.example.gr.jp ERROR:550 Mailbox unavailable

# makemap hash /etc/mail/access < /etc/mail/access
access.db

Copyright (c) 2004 by Kazunori ANDO
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=L Gateway: config.mc
kil AR allLh

divert(0)dnl

VERSIONID( $1d: config.mc,v 1.1 2001/12/4 13:48:05 ando Exp $')
OSTYPE(bsd4.4)dnl

DOMAIN(generic)dnl

FEATURE( nocanonify")dnl

FEATURE("mailertable')dnl

FEATURE(access_db")dnl

INPUT_MAIL_FILTER( myfilter', “S=local:/var/run/perl.sock’)dnl
MAILER(local)dnl

MAILER(smtp)dnl

define("'confDOMAIN_NAME', $w.$m")dnl

cd ${SENDMAIL_SRC}/cf/cf
make config.cf

make install-cF CF=config

Copyright (c) 2004 by Kazunori ANDO
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<:> gateway dist-in |4—N\| mbox1
Gateway Distribution\——/| MailServer
= T
2 = [spool]
= =
@

mbox static

SMART_HOST MUA

~— I—l—l—l

Copyright (c) 2004 by Kazunori ANDO
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. static
=« FEATURE( mailertable®)

. Gateway
. SMART_HOST Gateway

Copyright (c) 2004 by Kazunori ANDO
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29

mailertable

. static
. letc/mail/mailertable

/etc/mail/mailertable

subl._example.gr.jp smtp: [mbox1.example.gr.jp]
sub2.example.gr.jp smtp:[mbox2.example.ad. jp]
subl.example.ad. jp smtp:[192.168.10.25]

# makemap hash /etc/mail/mailertable < /etc/mail/mailertable

mailertable.db

Copyright (c) 2004 by Kazunori ANDO
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config.mc

divert(0)dnl

VERSIONID( $ld: config.mc,v 1.1 2000/12/17 22:48:05 ando Exp $')

OSTYPE(linux)dnl

DOMAIN(generic)dnl

FEATURE( mailertable’)dnl

MAILER(local)dnl

MAILER(smtp)dnl

define(SMART_HOST’, gateway.example.gr.jp”)dnl

cd ${SENDMAIL_SRC}/cf/cT
make config.cf
make install-cf CF=config

Copyright (c) 2004 by Kazunori ANDO
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<:> gateway dist-in  |f—N
Gateway Distribution\N—/

mbox1
MailServer

I

18UJ81U|

POP3/IMAP4

MUA
SMART_HOST

. -

MUA
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- static
. SMART_HOST
]
]
Copyright (c) 2004 by Kazunori ANDO
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config.mc

divert(0)dnl

VERSIONID($1d: config.mc,v 1.1 2000/12/17 22:48:05 ando Exp $')

OSTYPE(linux)dnl
DOMAIN(generic)dnl
FEATURE( nocanonify')dnl
MASQUERADE_AS("example.gr

MASQUERADE_DOMAIN( myhost.example.gr.jp")dnl

FEATURE( limited_masquerade')dnl
FEATURE("masquerade_envelope") \
nl

FEATURE(always_add_domain)d
MAILER(local)dnl
MAILER(smtp)dnl
Dmexample.gr.jp

Jphdnl

MASQUERADE_DOMAIN("example.gr.jp")dnl

define((SMART_HOST’, dist-in.example.gr.jp’)dnl | FEATURE(masquerade_entire_domain)dnl

cd ${SENDMAIL_SRC}/cf/cF

make config.cf
make install-cf C

F=config
Copyright (c) 2004 by Kazunori ANDO
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DNS

18UI31U|

MailServer

<:E:> gateway /‘ L\ dist-in
Gatewa static 1Djstributionf N
Y N—/
outside internal
NS NS

[|EMWMollH

mbox1
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MS

18UJ81U|

<:E:> gateway/l L\ dist-in
Gateway [\ 3tatic ADistribution

outside i internal
NS ; NS
S

SMART_HOST="dist-in.example.gr.jp’
static  dist-in

MailServer

mbox1

Copyright (c) 2004 by Kazunori ANDO
1W2004

36

18



distribution

<:E:> gateway/‘ L\ dist-in
Gateway \3tatic ADistribution mbox1
. . MailServer
_ outside inter
5 7]
g NS ||8
S =
D
@
internal NS  MX
static(SMART_HOST) gateway
LI
Copyright (c) 2004 by Kazunori ANDO
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)
gateway dist-in
<:E> Gateway [static ADistributionf Y mbox1
.. 3 MailServer
_ outsi 8 internal
= NS NS
@
>
D
@
mailertale dist-in static
MX
— T
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= MX

2nd MX  1st MX
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1 2nd MX

)

18UJ81U|

()

> L—

mbox1
MailServe

dist-in |4 N

gateway /I
Distribution\—/

1st MX

static

—

gateway?
2nd MX

ones
et
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FallbackMX

|
. queue
= DNS
= MX
.
.

= define(C confFALLBACK MX", fb.example.gr.jp~)dnl

Copyright (c) 2004 by Kazunori ANDO
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» FallbackMX

)
gateway /l K dist-in |4 N| mbox1
<: 1stMX N2/ Distribution\—/| MailServe
2
— S u
> Q u
B | :
3 fb | 5
— Fallbackx| |
—|queue
—
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4

- static mailertable

= sendmail mailertable

= static LOCALRELAY
= spool localuser - LOCALRELAY

n static SMART_HOST

= local static
—SMART_HOST

s SmartHost MX
« MX A -

Copyright (c) 2004 by Kazunori ANDO
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+

= spam access_db
- relay
= spamlist
= blacklist-recipient
= DNSBL
" MAPS RBL

Copyright (c) 2004 by Kazunori ANDO
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= MASQUERADE_AS

» FEATURE(  limited_masquerade*)
= MASQUERADE_DOMAIN

=« FEATURE( masquerade_entire_domain’)
= MASQUERADE_DOMAIN

Copyright (c) 2004 by Kazunori ANDO
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MAILBOX NAMES FOR COMMON SERVICES, ROLES AND
FUNCTIONS RFC2142

= abuse@example.gr.jp

= postmaster@example.gr.jp

= hostmaster@example.gr.jp
= DNS

Copyright (c) 2004 by Kazunori ANDO
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i

= owner-hoe@example.gr.jp
= sendmail

= hoe-admin@example.gr.jp

= hoe-request@example.gr.jp
= RFC2142

= hoe-errorsto@example.gr.jp

Copyright (c) 2004 by Kazunori ANDO
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$ SMTR/TLS

= TLS Transport Layer Security

. SSL

. SMTP

= sendmail TLS SMTP
= OpenSSL

Copyright (c) 2004 by Kazunori ANDO
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4

= TLS SSL

= CA
. OK
. TLS
. SMTP AUTH
Copyright (c) 2004 by Kazunori ANDO
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[ ]
. Excel Word PowerPoint
. Office
| |
=« JPEG
= HTML
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.wav (nimda) .pif(Sircam) .scr(bugbear)

HTTP JavaScript

update

Windows update !
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. MIME-multipart
| |
nimda
Sircam
Content-Type
| |
= D0OS
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Windows security-update

Copyright (c) 2004 by Kazunori ANDO

IDS

1W2004 53
]
| |
| |
]
L]
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. spool
= loop

= O MaxMessageSize=500000

Copyright (c) 2004 by Kazunori ANDO
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4

= DSN Delivery Status Notification)
= Envelope From  null address <>

= RFC1893 Status Code RFC2821

= Status: 5.1.1
5.X.X Permanent Failure
X.1.1 Bad destination mailbox address
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status code

" RFC
= sendmail Postfix SIMS

MTA

MTA
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spam

v

relay [~
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RDDoS

= envelope-from

1stMX 1stMX
DNS TTL 2ndMX
= RDDoS DNS 2ndMX
. DNS cache
1stMX
= DNS cache
JANOG12

RDDoS Reflected Distributed Denial of Service

Copyright (c) 2004 by Kazunori ANDO
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DoubleBounce
| |
. sender null-address
. DoubleBounce

= Default Postmaster
= envelope-from

spam
= DoubleBounce OFF
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= Spam
| |
= SMTP Authentication RFC2554

= Message Submission RFC2476
=« SMTP over TLS RFC2487

= RBL/SBL
= Bayesian filter
= URL filter
u
. PPML who GECOS
Copyright (c) 2004 by Kazunori ANDO
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|
= ISP
[ ]
= MIME-multipart
. spool
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= Spam
. PC
. PC
. PC
= US PC spam
CAN-SPAM ? US
. spam
Copyright (c) 2004 by Kazunori ANDO
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u ISP
. spam
= ISP
= SMTP AUTH TLS
?
Spam
port 25
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. PC PC ?

= SPF
= Spammer SPF

. port 25 ISP

= ISP ?
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= ISP port 25 ?
. IP port 25
= ISP -
|} d PC
= Phising
= Spam
PC
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IP

Linux

PC

telnet FTP samba
reboot

OFF

Copyright (c) 2004 by Kazunori ANDO
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ISP

zombie PC

Mail Server T_

(POP/IMAP)

o| Mail Server
<

POP/TLS
IMAP/TLS

W) 1=
NS
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SMTP AUTH/TLS
Message Submission
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zombie PC
r—

Fire Wall
N

POP/SSL
IMAP/TLS

i

r—
Mail Server T_

(POP/IMAP)

%ﬁ)

\ 4
r—

o] Mail Server

-
¢

Gw) 1=
N ) SMTP AUTH/TLS

Message Submission
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= bombing
= Spam bombing
= ML
. Confirm
|
| |
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4

= Phishing

Copyright (c) 2004 by Kazunori ANDO

$ spam 1
= RBL Realtime Blackhole List
= SBL Spam Blocking List
= Spam
= DNS
MTA IP
] ORDB
Copyright (c) 2?\5)\/4‘12 8314Kazunori ANDO .
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ispam 2

= SPAMLIST access _db

| |
. envelope from

« IP

s POP before SMTP

= ISP
= POP SMTP

n gpopper
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$ spam 3

= Sender Base

= Spam

reputation
« IP IP
= RBL
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A

spam
spam

spam
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OK

1W2004 75
|
]
| ]
| |
| |
[]
Copyright (c) 2004 by Kazunori ANDO
1W2004 76

38



ispam 6

= From

= Subject

=T0

= Received

= Content-Type

Copyright (c) 2004 by Kazunori ANDO
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$ spam 7
= URL spam
= URL
. URL
= userinfo query
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spam 38

n d-sig DB
= Spam d-sig
=« MIME multipart

= d-sig part
spam
= Spam

Copyright (c) 2004 by Kazunori ANDO
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= SPF
= AOL
. / DNS
. SMTP Sender
= http://spf.pobox.com/
example.jp. IN TXT "v=spfl ip4:218.223.0.0/22 ip4:210.164.161.64/27
mx a:accele.ope.example.jp a:sv04.example.jp a:jasmine.example.jp
include:ico-g.com -all"
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ispam 10

= Microsoft Caller-1D
. XML DNS

= SPF RFC

Copyright (c) 2004 by Kazunori ANDO
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$ spam 11

= Sender-I1D
= SPF Caller-I1D
s IETF->IRTF->ASRG->MARID RFC

= Caller-1D MS

= Sid-filter http://www.sendmail.net/
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= Yahoo DomainKeys

. DNS

. DNS

= Yahoo,Google Gmail ,Sendmalil
= dk-milter SourceForge.net
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spam 13

= Channelled Address

. spam

= US AT&T
= WebMail ZoEmail
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14

u
]
= ML
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||

= BruteForce spam
. IP

n 1P SMTP
= Sendmail
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spam

u
= Phishing
. Phishing
U MUA
. POP
IMAP
= ISP
= Spam
. spammer
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spam 2
= Spam

. PC
= WWW
PC

Word-Salad
PC
spam
spam
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| |
n
| |
. Sender
Sender N
. SMTP sender
RDDoS
| |
= port 25 filtering
« IP
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spam 4
n URL
n URL
Phising
= MUA
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14570 URL

B OFF
O ON
3692
1099
escape entity userinfo query
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= JPEG
n
= HTML JPEG
. Windows
MUA
. spam
. - PC —spam
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Spam 6

|
. Security Focus
. BrightMail
|
= DeerSoft SpamAssassin
= Apache SpamAssassin Project Opensource
[ spam
n
. spam
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[
= spam
n
n
. TLS
=« Google
= |
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2

o spam MUA
. Mozilla Thunderbird

= Spam
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= POP/IMAP
= POP/SSL IMAP/TLS
= APOP ?
APOP CHAP shared
password
MD5
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= MD5 128bit

[ ]
= APOP
= SMTP AUTH/SASL CRAM-MD5 Digest-MD5
= PAP/CHAP

= SHA1 160bit
= SET
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devtools/Site/siteconfig.m4

APPENDDEF( conf_sendmail_ENVDEF', "-DMILTER")
APPENDDEF( conf_sendmail_ENVDEF', "-DSASL")
APPENDDEF("conf_sendmail_LIBS', "-Isasl’)
APPENDDEF( confINCDIRS', *-l/usr/local/include/sas|1")
APPENDDEF('confLIBDIRS', *-L/usr/local/lib")
APPENDDEF( conf_sendmail_ENVDEF', "-DSTARTTLS")
APPENDDEF( conf_sendmail_LIBS', "-Issl -Icrypto")
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VERSIONID("$1d: config.mc,v 1.5 2004/12/04 12:27:36 ando Exp ando $')
OSTYPE(bsd4.4)dnl

DOMAIN(generic)dnl

MASQUERADE_AS(~example.jp’)dnl

MASQUERADE_DOMAIN(" accele.example.jp’)dnl

FEATURE( limited_masquerade’)dnl
FEATURE(masquerade_envelope')dnl

EXPOSED_USER("root postmaster’)dni

FEATURE(" mailertable’)dnl

FEATURE(" nocanonify)dnl

FEATURE(" access_db")dnl

FEATURE(" blacklist_recipients’)dnl
FEATURE("accept_unresolvable_domains')dnl
FEATURE("no_default_msa’)dnl
MODIFY_MAILER_FLAGS("LOCAL', ~+S")

MAILER(local)dnl

MAILER(smtp)dnl

Dmexample.jp

Dwaccele

define(" confDOMAIN_NAME',"$w.$m’)dnl
define("confTO_IDENT",0s")dnl

define("confCF_VERSION', ~IW2004 Sample’)dnl

define(” confMAX_QUEUE_CHILDREN', ~100")dnl
define(”confMIN_QUEUE_AGE', ~1m")dnl

define(” confAUTH_MECHANISM',” [GSSAPI KERBEROS_V4 DIGEST-MDS CRAM-MDS]')dnl
TRUST_AUTH_MECH(" CRAM-MDS DIGEST-MD5')

dnl INPUT_MAIL_FILTER("sid-filter’, ~S=inet:8891@localhost’)
INPUT_MAIL_FILTER(" dk-filter’, ~S=inet:8891@localhost’)
define(" confCACERT_PATH', “/etc/ssl/CA/certs/")

define("confSERVER_CERT', ‘/elc/ssIICAI)cerlslserver—ca.cvl')
define(™ _KEY', ~/etc/ssl/Cy -key')
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