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— Spoofing identity
BT —HREA

— Tampering with data
m AR (EEXT)

— Repudiation
mFHRAL

— Information disclosure
mY—EXREL

— Denia of Service attack

B T7IOEREDERE
— Elevation of Privilege
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cf. What types of attacks

exist?

There are three main
types of attacks
(Saltzer 1975):

Unauthorized release
of privileged
information.

Unauthorized
modification of
privileged information.

Denial of service.
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— R EDINYIT7HARXEYKRELT—EADAE—(ZE>THRE
— OS5 LDORA—TIEEW, )LD Ra—TIEE2&ELY,

® Format String(E3X#5E XF5) Rz
— AIZEEDSIHE LSBT, ERITESNLS5IMDERS LML
Z &SRR

printf(inputbuf);
/linputbuf [CEXIEEXFNEFTFN TV H?

prinft(%s, inputbuf);
/| REGa—F
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B DNSUSvIEEELT-CookieD KA Aa—TEHR
B RFC2965(7.2 Cookie Spoofing) &V i#2ER

1. victim.cracker.eduZ 7 7t ALT=[RIZ. T4 ILER AL 2 victim.cracker.eduT,
wx— session id="1234" #tyhL1=ELET,

2. LTS H T spoof.cracker.edu Z7 7t ALTLEL), session-id="1111" %,
Domain=".cracker.edu‘ &Iz EvbEni=ELFET,

3. £5—E victim.cracker.edu [C7HOERTBE. CDTATS LAY —%E%
AHHTE TEEDLOABMYEEET,

Cookie: $Version="1"; session_id="1234",
$Version="1"; session_id="1111"; $Domain=".cracker.edu"

victim.cracker.edu #—/\[X. ZHBBDLDEB ST DY (LD I yF—TII7EL
CLEHIWL, BRTEATOSSLTHAIRETY,

B x5 :Cookied) LYBBIHER AN AO—TEBEITAE
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INDA—AXFMN HH(H: 16 ) E#HIN D, URLDHE A
[C&YNAF )L EEICHEEF S ISR T XFFREATES,

ex.
%00 (NULL), %0A (284T), %20(AR—2RX), %25(/\—t 2 F)

— URLTYaO—F&Eh=-3XFF|DvdidaionTlL, LEDT4ILAT
)T LTI BAELY,

ex.
%2500 — %00 — NULL

cf.URLIZ{E A=A 3XF(XRFC2396 (Uniform Resource Identifiers
(URD):Generic Syntax) TIHREINTLVSND T, SEIZT HE&,
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M ! (bang) ; (semi-colon) : (colon) , (comma) — (minus)
¥ (backslash)

— exec, systemBA A—JILIT—U b VUTIVTATSLEBEIZESND
XFEHIZINoNEENSE DOEEDTOT S LEFESE-Y,
TO5 S LICRADBIGINGA—E3F 52 TLESAREEAH S,
ex.

I/bin/bash

-f /etc/passwd

M * (asterisk) / (slash) .. (dot/dotdot) ? (question) [{} (brace)
— 7ML AIZHIBEINAAEEEDHAIGEITFEITAAE

ex

Aol
*.png
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W <(lesser than) >(grater than)
* (double quote) ‘ (single quote)

— RO DPOERT AT avTF7ATLOYO—XIZAHWSNET=H . 2T DIEH
AH AR AR T T4 exploit®D KSR Tha—KDIEHIAAIZ
SEEICFIAINS MY AMbOa T YDIEBHIAH . ISIE/ECookiesi A H LI

ERINS,
<> INIZEITR)FALIMNEETHA=HIZa> TIPS/ ILIRIEICE
S AulRetE N H 5.

ex.

><script>al ert(window.location);</script>

“;alert(document.cookie);

* onmouseover="alert(document.cookie);’

“><script> alert(document.cookie);</script>

“></a> <script> aert(document.cookie);</script>
ex.

;cat /etc/passwd >>/home/html/htdocs/index.html
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B HTMLAY
— WEICIGLTHAIEI 52 F/HLVT—X

—fi&(Z. <p>,<bold>,<i>,<em>,<strong>,<pre>,<br>FEE LIS
M. BEHTWel-formedIZIZLTE SV 2B,
exploitA7E ULV 17 TIEELY

— JavascriptiZ B h R ECATEEET S,

exX.

<b onmouseover=[code]>...</b>

<img src="javascript:[ code]>

<style type="text/javascript” >[code]</style>
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®m ereg replace(“["0-9]”,"” ,$data)
- ERRREVI)—=T DEK
B addslashes($data)
addcdlashes (string str, string charlist)
— 74—k (single,double), 7\ X5y 2, NULLXF73EE Zdashing(R
Zvafting 3
B quotemeta($data)
— AN *)$ & EZEquoteT B
B escapeshellcemd($data)
— AN FEescaped b
m nl2br ( $str)
— TRTOBITXFD HIIZ ‘<br /> #HHALTRT
W htmlspecialchars ("<ahref="test'’>Test</a>", ENT_QUOTEYS);
— BBRXFEEHTMLIVTA4TAIZEHRT S
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